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Abstract

Human motion generative models have enabled promising
applications, but the ability of text-to-motion (T2M) models
to produce realistic motions raises security concerns if ex-
ploited maliciously. Despite growing interest in T2M, limited
research focus on safeguarding these models against adver-
sarial attacks, with existing work on text-to-image models
proving insufficient for the unique motion domain. In the
paper, we propose ALERT-Motion, an autonomous frame-
work that leverages large language models (LLMs) to generate
targeted adversarial attacks against black-box T2M models.
Unlike prior methods that modify prompts through predefined
rules, ALERT-Motion uses the knowledge of LLMs of hu-
man motion to autonomously generate subtle yet powerful
adversarial text descriptions. It comprises two key modules:
an adaptive dispatching module that constructs an LLM-based
agent to iteratively refine and search for adversarial prompts;
and a multimodal information contrastive module that ex-
tracts semantically relevant motion information to guide the
agent’s search. Through this LLM-driven approach, ALERT-
Motion produces adversarial prompts querying victim models
to produce outputs closely matching targeted motions, while
avoiding obvious perturbations. Evaluations across popular
T2M models demonstrate ALERT-Motion’s superiority over
previous methods, achieving higher attack success rates with
stealthier adversarial prompts. This pioneering work on T2M
adversarial attacks highlights the urgency of developing de-
fensive measures as motion generation technology advances,
urging further research into safe and responsible deployment.

1 Introduction

Human motion generation is a task that aims at producing
natural and realistic human motions. It drives advancements
in downstream applications such as animation and movie
production, virtual human construction, robotics, and human-
robot interaction (Zhu et al. 2023). In recent years, with the
development of deep learning, especially the growth of gen-
erative models such as the Generative Adversarial Network
(GAN) (Goodfellow et al. 2014), Variational Autoencoder
(VAE) (Kingma and Welling 2013), and diffusion model (Ho,
Jain, and Abbeel 2020), trained models have become capable
of generating very natural motions (Tevet et al. 2023; Chen
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et al. 2023; Guo et al. 2022a; Zhang et al. 2023). Some mod-
els (Athanasiou et al. 2022; Barquero, Escalera, and Palmero
2024; Lee, Moon, and Lee 2023; Qing et al. 2023) even ex-
tend the motions for several minutes while satisfying given
conditions. Among these motion generation models, text-to-
motion (T2M) (Tevet et al. 2023; Chen et al. 2023; Guo et al.
2022a; Zhang et al. 2023; Athanasiou et al. 2022; Barquero,
Escalera, and Palmero 2024; Qing et al. 2023) attracts signif-
icant attention from the community due to the accessibility
of text prompts that align with human expression.

Generating motions that closely correspond to textual de-
scriptions and are nearly the same as those in the real physical
world is becoming increasingly feasible. However, allowing
models to freely generate motions conditioned on arbitrary
text prompts poses more significant security risks than text-
to-image (T2I). When they are applied to downstream tasks,
such capabilities can be maliciously exploited by attackers.
For example, in animation or movie production (Qing et al.
2023), they are used to create more realistic harmful content
involving pornography or violence. The risks increase when
using generated motions as part of humanoid controllers (Luo
et al. 2023), as when deployed on robots, posing potential
threats to human safety.

Despite the growing focus on T2M, safety concerns re-
main under-researched. The most work focuses on the safety
of T2I (Milliere 2022; Struppek, Hintersdorf, and Kerst-
ing 2023; Liu et al. 2023a). These researches largely focus
on how character- or word-level modifications to benign
prompts could induce unintended output from the models.
Early work (Milliere 2022; Struppek, Hintersdorf, and Kerst-
ing 2023) mainly explored the existence of this phenomenon,
until the RIATIG (Liu et al. 2023a) is inspired by them to
propose targeted attacks against image generation models to
raise awareness of potential security risks to T2I. However,
existing studies search for adversarial attacks by modifying
words to unusual personal names, locations, or other proper
nouns, which is overlooked in image generation but appears
clearly out of place for motion tasks, making attacks more eas-
ily detectable. Additionally, unlike the abundant image-text
pairs available for image tasks, the limited data for motions
makes it challenging to accurately measure the similarity
between different motions, posing further difficulties for tar-
geted attacks on T2M models. They make the findings of T2I
safety difficult to apply directly to the motion domain.
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Figure 1: Adversarial prompt against T2M model with RIATIG and our ALERT-Motion. Previous methods like RIATIG only
perturb prompts through predefined character or word operations, overlooking the integrity and semantics of the prompts. Our
ALERT-Motion does not require such predefined operations; instead, by multimodal information contrastive (MMIC) module,
the language model autonomously learns and performs these operations, dynamically generating adversarial prompts that
meet the attack requirements. Under the same input (target and initial prompt), our method captures more natural and fluent
prompts related to motion. When these prompts are used to query the victim T2M model, the resulting motion show a stronger
resemblance to the target motion. Darker color indicates later frames in the sequence.

To address the challenges of adversarial attacks on T2M
models, we introduce ALERT-Motion, an autonomous large
language model (LLM) enhanced adversarial attack against
T2M models in a black-box setting. Unlike previous work,
our ALERT-Motion leverages the knowledge about motions
contained in LLMs to generate subtle yet powerful adver-
sarial descriptions, whose outputs from the victim model
closely match the desired motion. Importantly, the entire
attack process is done automatically by LLM agent, using
its own reasoning abilities to carry out the attack, without
needing human-defined rules for operations like inserting,
deleting, or replacing characters or words.

As shown in Figure 1, previous state-of-the-art attack meth-
ods such as RIATIG (Liu et al. 2023a) for T2I models employ
manually defined words or character-level modifications and
prompt-level crossover, making it difficult to find natural and
fluent adversarial text prompts. Such methods often result in
conspicuous proper nouns like “Sebastian Hohenthal Fortec
Motorsport” or “Boris Novachkov” appearing inappropri-
ately in descriptions of motions. In contrast, our proposed
ALERT-Motion gives the modification of adversarial text
prompts entirely to LLMs. It comprises two key modules:
the adaptive dispatching (AD) module and the multimodal
information contrastive (MMIC) module. In the AD module,
through the systematic design of instructions for different
processes, LLM autonomously searches for adversarial text
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prompts that appear natural and fluent, avoiding the abrupt
word insertions seen in RIATIG. However, as LLMs lack in-
herent capabilities for processing motion modality, we design
the MMIC module to obtain semantically similar information
to the target motion, thereby assisting the AD module in find-
ing better adversarial text prompts. Through the coordinated
operation of these two modules, ALERT-Motion generates
adversarial text prompts that are not only natural and fluent
but also query the victim T2M model to produce outputs
closely resembling the target motions.

In summary, the main contributions are as follows:

1. To the best of our knowledge, we are the first to propose
ALERT-Motion, an autonomous LL.M-enhanced adversarial
targeted attack method for T2M models.

2. Our proposed ALERT-Motion consists of two key mod-
ules. A novel AD module constructs an LLM agent that
integrates the agent’s inherent natural language and domain
knowledge of motions into the automatic attack process. Ad-
ditionally, MMIC module performs high-level semantic ex-
traction of motion modalities and provides necessary infor-
mation to support AD’s reasoning and decision-making.

3. We evaluate ALERT-Motion on two T2M models and
compare it against two adversarial attack methods applied to
T2I models. Experimental results demonstrate that ALERT-
Motion achieves higher attack success rates while generating
more natural and stealthy adversarial prompts.



2 Related Work

Text-to-Motion (T2M). T2M is a conditional motion genera-
tion task that aims to generate semantically matching and nat-
ural motion sequences from text descriptions. Its impressive
performance is due to deep generative models such as GANSs,
VAEs, diffusion models, etc. One of the early works in this do-
main, Text2Action (Ahn et al. 2018), leverages GANs to cre-
ate diverse realistic motions. Some research also explores the
use of VAEs for generation, where Language2Pose (Ahuja
and Morency 2019) and TEACH (Athanasiou et al. 2022)
propose end-to-end text-to-pose generation framework that
utilizes a VAE to model the latent space between text and
motion. With the advancement of diffusion models in the
generative domain, some studies have also employed dif-
fusion models for motion generation. MDM (Tevet et al.
2023) utilizes a diffusion model to predict the sample in each
diffusion step rather than just the noise. MLD (Chen et al.
2023) adopts latent diffusion along with a VAE to generate
motions, significantly increasing the generation speed with-
out maintaining quality. In addition, there are studies (Guo
et al. 2022b; Zhang et al. 2023) that combine VQ-VAE with
GPT-like transformers. These works continuously improve
the quality, coherence, and efficiency of motion generation
from text descriptions. However, no research has focused on
attacks and defenses of the T2M model.

Adversarial Attacks on Text-driven Generative Models.
Due to the convenience of text input for users, it serves as
the most common driving condition for many multimodal
generation models. However, the inherent complexity of
text input inevitably introduces vulnerabilities to the gen-
erative models driven by it. Existing research on adversar-
ial attacks in T2I models, such as (Qu et al. 2023; Zhuang,
Zhang, and Liu 2023; Liu et al. 2023a,b), attack T2I mod-
els by modifying the input text, causing abnormal outputs.
Among them, (Liu et al. 2023a) manipulates words and char-
acters, thereby causing the targeted objects specified by the
attacker to be generated in the image by the victim T2I model.
These studies indicate the lack of robustness of existing T2I
models to input text. With the introduction of LLMs, many
studies also focus on the vulnerabilities of LLMs. A large
portion of them focus on jailbreaking, making LLMs an-
swer queries that violate safety policies. Jailbreaking strate-
gies have evolved from manual prompt engineering (Wei,
Haghtalab, and Steinhardt 2024; Liu et al. 2023c) to LLM-
based automated red-teaming (Perez et al. 2022; Liu et al.
2024). Greedy Coordinate Gradient (Zou et al. 2023) uses
a white-box model to train adversarial suffixes that maxi-
mize the probability of an LLM producing positive responses.
They (Zou et al. 2023; Sitawarin et al. 2024) find that the iden-
tified suffixes transfer to closed-source off-the-shelf LLMs.
The vulnerabilities of T2M models share similarities with the
aforementioned security research on text-driven generative
models. However, since the correspondence between motion
and text involves the time dimension, the attack methods
from the above studies cannot be directly applied to T2M.
T2VSafetyBench (Miao et al. 2024) evaluates the safety of
current mainstream text-to-video (T2V) models. However,
this work does not provide attack methods against T2V.

LLM Agents Research on using LLMs to enhance au-
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Figure 2: Overview of the proposed ALERT-Motion. ALERT-
Motion operates in a black-box setting with two key modules:
multimodal information constrastive module for consolidat-
ing information from text and motion into a unified format,
and autonomous AD module that learns and executes adver-
sarial prompt search through processes of expansion, refine-
ment, and update.

tonomous agents has seen a growing trend (Zhao et al.
2024). These LLM-powered agents, exemplified by Hug-
gingGPT (Shen et al. 2024), WebAgent (Gur et al. 2024), and
MM-REACT (Yang et al. 2023), DoraemonGPT (Yang et al.
2024) have been employed to address complex tasks that de-
mand effective understanding and planning from the agents.
Many of these studies leverage the rich commonsense knowl-
edge inherently embedded within LLMs to execute down-
stream tasks with little to no additional training data. Inspired
by these explorations, we introduce LLMs into the realm of
adversarial attacks on T2Ms, achieving an autonomous attack
agent adept at generating effective adversarial prompts.

3 Methodology

We use an LLM to iteratively refine and improve adversarial
prompts towards a target motion. Initially, LLM generates
alternative prompts semantically similar to the initial prompt
to expand the search space. It then queries the victim T2M
model with these prompts, recording the generated motions.
The textual prompts and corresponding motions are unified
into a suitable input format for LLM using MMIC. Exploiting
its commonsense reasoning capabilities, LLM autonomously
analyzes and updates the prompts based on the query results,
iteratively bringing them closer to the target motion. This pro-
cess continues until the adversarial prompts evade detection
while generating motions closely matching the target. Fig. 2
overviews our ALERT-Motion attack framework.

3.1 Problem Formulation

A T2M generative model G is essentially a function that
maps the text prompt space P to the motion space M. Ide-
ally, through training on semantically aligned text-motion



pairs, a well-trained model generates target motion m; that
is semantically consistent with a given target prompt p;. The
objective of an adversarial attack is to find an adversarial
prompt p* such that G(p*) closely approximates the target
motion m;. Moreover, p* is semantically dissimilar from the
target prompt p; to avoid detection. The optimization steps
outlined above are formulated as follows

p* = arg n;ax s (G(p),me), st. P (p,pr) <n (1)

pe

where s™ represents the semantic similarity of motion, sP

represents the semantic similarity between text prompts, and
P is a prompt set. 7 is the threshold. As long as the similarity
between the adversarial prompt and the target prompt is below
7, we consider that our attack evades detection.

Challenges Implementing adversarial prompt generation
from T2M models faces some challenges. First, T2M models
need to bridge natural language and physical motion, ad-
dressing the semantic gap between the language and motion
domains. Different data types have different representation
spaces, so integrating multi-modal information is needed.
Second, the adversarial textual prompts need to have high
fluency in natural language and relevance to the target motion
in their query results. But they also need to effectively fool
the model. The space to search for good prompts is extremely
large though. Autonomously generating optimal adversarial
samples that meet quality requirements is a great challenge.

3.2 Multimodal Information Contrastive

Unlike most LLM agent-related research, our task involves
motion, which LLM cannot directly handle. Therefore, we de-
sign MMIC specifically to process information from different
modalities in the task and organize it into textual information,
making it convenient for LLM to understand and reasoning.
As shown in Fig. 2, MMIC allows the adversarial prompts,
refined through LLM, to query the T2M model, obtain corre-
sponding motion and calculate the similarity with the target.

Nevertheless, measuring the similarity directly between
two motion poses challenges. We consider measuring the
similarity of motion. RIATIG (Liu et al. 2023a) employs the
pretrained CLIP (Radford et al. 2021), a model trained on
a large-scale dataset of image-text pairs, to obtain semantic
features aligned with textual descriptions. Similarly, we use
the T2M alignment model in (Petrovich, Black, and Varol
2023) to extract semantic motion features and calculate the
cosine similarity between the semantic features of motion as

m _ Em(G(p)) ) Em(mt)
(G ™) = (g, (G T TEwm ()]

where F,, is a encoder (Petrovich, Black, and Varol 2023).

Subsequently, we organize this information into text and
integrate it into instructions, enabling LL.M to contemplate
and reason for better adversarial prompts.

@

3.3 Adaptive Dispatching

In ALERT-Motion framework, the most critical module is the
AD module. This module constructs an attack agent and plays
a crucial role in determining the effectiveness of adversarial
prompts. In contrast to previous related researches, which
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Algorithm 1: ALERT-Motion

Require: Initial prompt pg, expansion instruction /g, re-
finement instruction Iz, update instruction Iy, size of
updated prompts N, s™ denotes the similarity of the
adversarial motion and the target motion, a predefined
number of iterations K.

1: Expansion: S; < LLM(Ig, So = po)
2: for k =1to K do
3:  if k(mod2) = 1 then
4: Refinement: Sy, < LLM(Ig, Sar—1)
5: MMIC: Compute s*(G(p;), m¢), ¥V p; € Sop .
6: Obtain the similarity set S5, = {s}*,..., s
7:  else
8: Update Ss;+1 <— LLM(Iy, cat(Sag, Shy))-
9: endif

10: end for

Ensure: p* = arg max(s™(G(p), my)), P = USa, .

peP

predefine various operations to perturb semantics and then
use a search algorithm to find prompts with higher scores, we
directly convey complex task requirements using instructions,
allowing LLM to automatically learn and execute all opera-
tions, with each step conducted in textual form. According
to the purpose of instructions, we divide AD into three pro-
gresses: expansion, refinement, and update. The workflow of
these three progresses and MMIC is outlined in Algorithm 1.

Due to the fact that AD responds to the current input in
each round, similarly to an agent in reinforcement learning,
we adopt related concepts here to aid the definition of the
processes within AD. We start by defining the state as the set
of adversarial prompts and their corresponding information
for each round, while the action is represented by various
instructions sent to LLM. LLM is viewed as a function in-
volving the next state Sy, current state Sy, and current
action ag, expressed as

Sk+1 — T(Ska a/k) = LLM<I7 Sk?)a (3)

where T is the state transition function and [ represents the
instruction text corresponding to ay. It is important to note
that the representation of state S differs between odd and
even time steps, it is defined as

{po} ifk=0
Sk =< 4{p1,...,pn} ifk(mod2)=0 )
{ph,....p,} ifk(mod2) =1
where pg is initial adversarial prompt, {p1,...,p,} is the

set of refined prompts, and p’ are the expanded or updated
prompts of p.

Expansion: Initially, we begin with a single available ad-
versarial prompt pg. The current state is defined as Sy
{po}. Without expansion, proceeding directly to the subse-
quent steps may lead the search to a local optimum. So we
employ the expansion instruction text E' to obtain expanded
results through LLM. The next state is represented by

Sl «— LLM(IE, So)

&)
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Figure 3: Examples of adversarial attack results against MLD. The first row of text provides the true annotations for each column
of target motions, and the first row of motions corresponds to their respective target motions. The following three rows of text
correspond to the adversarial prompts obtained by MacPromp, RIATIG, and our proposed ALERT-Motion. The motion-rendered
images below the text depict the motions generated by querying the victim model with the adversarial prompts.

N\

where I represents the expansion instruction and S; =
{p1,...,pn} is the set of expanded prompts.

Refinement: We find that when the instructions given to
LLM are too long, its responses sometimes fail to meet the
attack requirements. This is because the LLM’s ability to
follow instructions is limited. New instructions are needed
to emphasize the attack requirements in our task. Therefore,
in this stage, we refine the adversarial prompts to ensure that
they consistently meet the attack requirements, including be-
ing naturally fluent and relevant to motion. After refinement,
the state of the agent is defined by

Sgk < LLM(IR, Sgkfl)

where k € {1,..., K} and Iy represents refinement.
Update: Unlike existing methods that relied on numer-
ical scalar guidance to generate adversarial prompts, such
as RIATIG, our AD utilizes the text information organized
by MMIC to guide LLM in autonomously analyzing and
generating adversarial prompts. This allows us to control
the generated adversarial prompts more precisely and ef-
fectively in line with the attack requirements using richer
information. Moreover, this control is automated, removing
the necessity to continuously define new operations, such
as word or character insertion, deletion, replacement, etc.,
as in previous methods. In the update progress, as LLM an-
alyzes and generates adversarial prompts, the information
organized by MMIC is also provided to LLM to assist in

its decision-making process. After update, the agent state is
defined by

Sok1 LLM(IUacat(S%vSék)) )

where I;; is the update instruction and the function cat repre-
sents string concatenation, and S5, = {s{*(G(p;),my),Vi €
{1,...,n}} is obtained by Eq. (2).

After K rounds of iteration, we choose the highest scor-
ing prompt among all candidates as the optimal adversarial
prompt p* for the attack. The definition of p* is obtained by
Eq. (1). Here, P = USy;, and So;, = {p1,...,pn}. In order
to ensure that the adversarial prompt meets the constraints,
we calculate the similarity between the adversarial prompts
and target prompt as

(6)

b _ Ei(p:) - Ev(p)
*0eP) = TE ol TE@T

where F; is a text encoder (Cer et al. 2018) to extract features.

®)

4 Experiment
4.1 Experimental Settings

Datasets. We select target prompt texts and target mo-
tion from the HumanML3D (H3D) (Guo et al. 2022a). It
includes 14,616 motion sequences from AMASS (Mah-
mood et al. 2019), each with a textual description (totaling
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Attack Methods R-1' 1 R-27 R-31 R-51 R-107 FID{ dumd PPL? |  AS)
MLD
Target Motion 8720 10/20 13720 15720 16/20 4.015 4.029 391.055 -
MacPromp 5720 8/20 10/20 13/20 15/20 13.935 6.534  3061.488  0.471
RIATIG 4/20 7/20  11/20 13/20 17/20 10.899 5.368 1102.100  0.131
ALERT-Motion 6/20 9/20 9/20 15/20 19/20 8.881 5.016 113.223  0.067
MDM (100 steps)
Target Motion 71720 14/20 15/20 16/20  20/20 4.055 3.549 391.055 -
MacPromp 7120 717120 8720 16 /20 16 /20 11.108 5106  2698.972  0.484
RIATIG 5720 8720 10/20 16/20 18/20 12.435 5.024 1154.017  0.129
ALERT-Motion 7/20 13/20 14/20 17/20 19/20 5.843 4.117 179.496  0.075
MDM (1000 steps)
Target Motion 8/20 12/20 12/20 14/20 19/20 5.954 4.116 391.055 -
MacPromp 3/20 6/20 8720 10/20 14720 11.149 6.156  3023.887  0.467
RIATIG 4/20 71/20 10/20 14/20 16/20 9.875 5.444 1262.338  0.129
ALERT-Motion 9/20 12/20 13/20 14 /20 19/20 6.183 4.533 140.793  0.074

Table 1: The results of the adversarial attacks against MDM and MLD on T2M evaluation model. The first row, labeled “Target
Motion”, represents the motion generated by the corresponding victim models, which are the targets of our attack. The quality
of these indicators depends solely on the capabilities of the generation models and evaluation models. The second and third
rows correspond to the MacPromp and RIATIG baseline models that we select. The final row represents the performance of our

proposed method, ALERT-Motion.

' R-1,R-2, R-3, R-5, R-10 represent R-precision at R equals 1, 2, 3, 5, and 10, respectively.

2 PPL represents the perplexity of sentences.

3 AS stands for Adversarial Similarity, which denotes the similarity between adversarial prompts and target prompts.

44,970 descriptions). It also re-annotates AMASS and Hu-
manAct12 (Guo et al. 2020) motion capture sequences. The
dataset contains comprehensive motion data representation
involving root velocity, joint positions, joint velocities, joint
rotations, and foot contact labels. It is used for both AMASS
and HumanAct12 motion.

Victim Models. To assess the effectiveness of ALERT-
Motion, we select two leading publicly available T2M mod-
els: MLD and MDM. We employ their respective pretrained
models from the official GitHub repositories, which are
trained on H3D.

Evaluation Setup. In our experiments, all attacks are con-
ducted in a black-box setting, meaning that we generate mo-
tion only by querying the model with prompts and obtaining
the generated results. We use the “gpt-3.5-turbo-instruct” API
with ChatGPT to implement our approach. The initial adver-
sarial prompt text is a motion description randomly generated
by ChatGPT. We set the number of iterations as 50, the size
of the prompt set as 20. We set the similarity threshold 7 as
0.4. Examples for the attack are selected from the top 20 of
the Dissimilar subset in the evaluation setup of (Petrovich,
Black, and Varol 2023), where the model achieves the high-
est accuracy. During the attack process, we use the model
from (Petrovich, Black, and Varol 2023) to extract the mo-
tion features to compute cosine similarity and adopt the text
feature extraction from (Yang et al. 2021). The effectiveness
is evaluated using T2M (Guo et al. 2022a).

Baselines. To the best of our knowledge, there is currently
no targeted adversarial attack specifically designed for T2M
generation. For comparison, we select two state-of-the-art
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targeted adversarial attack methods for text-to-image gen-
eration, MacPromp (Milliere 2022) and RIATIG (Liu et al.
2023a), as baseline methods. Since their tasks do not involve
motion, we modify their task settings to match our task.

4.2 Evaluation Metrics

Motion Performance. We use the R Precision, a widely-
used metric in T2M (Guo et al. 2022b; Zhang et al. 2023;
Tevet et al. 2023; Chen et al. 2023) to evaluate generated
motion. This assessment involves comparing each motion
not only with its ground-truth text but also with a misaligned
description. R Precision is determined through the Euclidean
distance between motion and text features. Our evaluation
centers on measuring the average accuracy among the top-k
ranked descriptions. A ground-truth within the top-k candi-
dates is considered a “True Positive” retrieval. Our approach
involves a batch size of 20, including 19 negative examples,
and we explore the effectiveness of R at various values: 1 (R-
1), 2 (R-2), 3 (R-3), 5 (R-5), and 10 (R-10). Furthermore, our
study integrates Frechet Inception Distance (FID) as a met-
ric to assess the quality of generated motion. FID, a widely
accepted standard for evaluating content quality (Tevet et al.
2023; Chen et al. 2023), involves comparing features ex-
tracted from generated motion and real motion. In our motion
domain adaptation, we adopt an evaluator network to repre-
sent deep features, different from the original image-based
Inception neural network. Smaller FID values are indicative
of superior results. Additionally, we compute the Multimodal
Distance (dyv), which is the mean Euclidean distance be-
tween the motions features and their corresponding textual



Attack Methods ~ R-1T R-2t R-37 R-51 R-101 R-11 R31 FID| dwmd PPL]L ASJ
MLD Ours 6/20 9/20 8.88 5.02 11322 0.07
MacPromp  5/20 6/20 7/20 9/20 13/20 wioE 4720 12/20 890 495 14841 0.09
RIATIG 6/20 7/20 8/20 11/20 16/20 wlo R 4/20 7/20 1358 645 6216 0.08
ALERT-Motion 8/20 9/20 10/20 12/20 12/20 w/randomU 3/20 4/20 19.54 7.65 8648 0.06
MDM (100 steps)
MacPromp 4/20 6/20 9/20 11/20 16/20 Table 4: Ablation study of expansion, refinement, and update.
RIATIG 5/20 6/20 7/20 11/20 14/20
ALERT-Motion 7/20 12/20 15/20 16/20 17/20
MDM (1000 steps) Additionally, examining Fig. 3, the adversarial prompts gen-
MacPromp 3/20 6/20 9720 10/20 15/20 erated by ALERT-Motion are not only more natural but also
RIATIG 3/200 7/20 11720 12/20 16/20 relevant to the motion. In contrast, prompts obtained by other
ALERT-Motion 6/20 11/20 12/20 14/20 18/20

Table 2: Attack performance on TMR evaluation model.

Methods R-171 R-31 FID] dumd PPL| ASJ]
RIATIG 4/20 11/20 10.90 5.37 1102.10 0.13
GPT35 6/20 9/20 8.88 502 11322 0.07
Llama3 5/20 7/20 6.88 523  781.28 0.04

Table 3: The impact of different LLMs on our method.

descriptions features in the test examples (Tevet et al. 2023;
Chen et al. 2023). A lower value indicates better alignment
between prompts and their generated motions.

Adversarial Similarity. In adversarial attacks, it is es-
sential for adversarial prompt text to have low similarity
with the target prompt text to evade detection. In line with
previous studies, our initial step involves utilizing the Uni-
versal Sentence Encoder (Cer et al. 2018) for encoding both
the adversarial sentence and the target sentence, resulting in
high-dimensional vectors. Subsequently, we determine their
adversarial similarity by computing the cosine score.

Naturality. To ensure the naturalness of adversarial ex-
amples, we measure perplexity (PPL) using GPT-2 (Radford
et al. 2019), trained on real-world sentences. PPL assesses the
likelihood of the model in generating the input text, thereby
indicating natural fluency of the adversarial prompts. Lower
PPL values typically signify higher naturalness.

4.3 Evaluation Results

The attack results on MLD and MDM are shown in Ta-
ble 1. Compared to the baselines, ALERT-Motion achieves
a higher R-precision. Although MacPromp achieves higher
R-precision and lower FID and dypy in some cases, its di-
rect translation of target prompts in various languages results
in unnatural adversarial prompts. The perplexity is much
higher than other methods, and, on the other hand, it closely
resembles the target sentences, resulting in high adversar-
ial similarity, making it less practical. RIATIG, compared
to MacPromp, achieves similar or even higher R-precision,
with a slight decrease in perplexity and adversarial similarity.
However, as seen in Fig. 3, there are still incorrect words and
some extra spaces.

From Table 1, it can be observed that our proposed ALERT-
Motion performs better on most metrics across these models.
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methods are mostly irrelevant to motion.

4.4 Ablation Study

Influence of Evaluation Models. The current research on
the evaluation of motion generation is still limited, with
T2M (Guo et al. 2022a) being widely recognized. Studies
on motion generation, such as (Zhang et al. 2023; Tevet
et al. 2023), and (Chen et al. 2023), adopt T2M to assess
the quality of generated models. The latest research on the
evaluation of motion generation is presented in TMR (Petro-
vich, Black, and Varol 2023). Therefore, we also use it to
evaluate our experiments. As shown in Table 2, under the
TMR model, ALERT-Motion demonstrates significant supe-
riority compared to other baseline methods, indicating that
the excellent performance of our proposed ALERT-Motion
is not influenced by the choice of evaluation models.

Dependency on LLMs. All experiments are conducted
using the GPT-3.5-turbo. We performed a brief comparison
using Llama 3-8B-Instruct on MLD. Table 3 shown that even
with an open-source model with 8B parameters, our method
outperformed RIATIG in most cases. It indicates that our
method has low dependency on the performance of LLMs.

Ablation study on steps. We perform ablation of expan-
sion, refinement, and update steps on MLD. The results of
Table 4 indicate that every step of our method is crucial.

5 Conclusion

In this paper, a novel method that involves conducting tar-
geted adversarial attack against T2M models is proposed.
Additionally, we introduce an autonomous LLM-enhanced
adversarial attack method called ALERT-Motion, which com-
prises two modules: the multimodal information contrastive
(MMIC) module and the adaptive dispatching (AD) mod-
ule. Assisted by MMIC, AD, with the integration of LLM
during progresses of expansion, refinement, and updating,
autonomously learns and executes the search for optimal ad-
versarial prompts. Our extensive experiments validate the
ability to discover adversarial prompts that exhibit both flu-
ency and related to motion. Moreover, these prompts trigger
the victim T2M model to generate motion closely resembling
the target, thus achieving successful attacks. The vulnera-
bility of T2M models to our attacks suggest an urgent need
to develop defensive methods and enhance the robustness
against adversarial exploitation.
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