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Abstract

Deep neural networks (DNNs) are vulnerable to adversarial
examples (AEs) that mislead the model while appearing be-
nign to human observers. A critical concern is the transfer-
ability of AEs, which enables black-box attacks without di-
rect access to the target model. However, many previous at-
tacks have failed to explain the intrinsic mechanism of adver-
sarial transferability. In this paper, we rethink the property of
transferable AEs and reformalize the formulation of transfer-
ability. Building on insights from this mechanism, we analyze
the generalization of AEs across models with different archi-
tectures and prove that we can find a local perturbation to
mitigate the gap between surrogate and target models. We fur-
ther establish the inner connections between model smooth-
ness and flat local maxima, both of which contribute to the
transferability of AEs. Further, we propose a new adversarial
attack algorithm, Adversarial Weight Tuning (AWT), which
adaptively adjusts the parameters of the surrogate model us-
ing generated AEs to optimize the flat local maxima and
model smoothness simultaneously, without the need for ex-
tra data. AWT is a data-free tuning method that combines
gradient-based and model-based attack methods to enhance
the transferability of AEs. Extensive experiments on a variety
of models with different architectures on ImageNet demon-
strate that AWT yields superior performance over other at-
tacks, with an average increase of nearly 5% and 10% attack
success rates on CNN-based and Transformer-based models,
respectively, compared to state-of-the-art attacks.

Introduction
In recent years, deep neural networks (DNNs) have achieved
remarkable success across a wide range of applications,
from computer vision (He et al. 2016) and natural lan-
guage processing (Radford et al. 2019) to speech recogni-
tion (Povey et al. 2011) and autonomous driving (Caesar
et al. 2020). The proliferation of large-scale models (Rom-
bach et al. 2022), empowered by advancements in compu-
tational resources and the availability of vast datasets, has
further accelerated the adoption of DNNs in real-world sce-
narios. Despite these achievements, DNNs have been shown
to be vulnerable to adversarial examples (AEs) (Goodfellow,
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Figure 1: The motivation of the proposed AWT that achieves
flat local minima via adjusting the surrogate model’s param-
eters θs to enable more transferable AEs. This plot illustrates
that we can achieve low ∇x′ℓ(x′, y; θs) through the input
and parameter space. The colored dots represent the gener-
ated AEs with different loss value on the target model θt.

Shlens, and Szegedy 2014; Madry et al. 2017), which are
intentionally crafted to mislead the model while appearing
benign to human observers.

From a practical perspective, one particularly concerning
aspect of AEs is their ability to transfer between different
models (Ma et al. 2023; Zhang et al. 2023), allowing attack-
ers to craft effective perturbations without direct access to
the target model’s architecture or parameters (Dong et al.
2018; Wang et al. 2021c; Wang and He 2021). Recently,
researchers have proposed a variety of transferable attack
methods aiming to maximize the success rate of these at-
tacks and avoid over-fitting to the surrogate models (Dong
et al. 2018, 2019). These methods leverage different strate-
gies, such as input transformation by applying data augmen-
tation (Xie et al. 2019), model ensemble that exploits the
outputs of multiple models in loss or logits (Liu et al. 2016)
and gradient rectification with momentum (Dong et al. 2018;
Lin et al. 2019), to generate transferable AEs across diverse
architectures of the surrogate model. Although these meth-
ods have presented better performance, there are no clear
explanations for the factors behind transferability.

To explain what factors have resulted in the different
transferability of different models, Wu et al. (Wu et al.
2018) explored how adversarial transferability relies on the
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model-specific factors empirically and found that local non-
smoothness of the loss surface harms the transferability of
generated AEs. Next, Yang et al. (Yang et al. 2021) first
theoretically linked two key factors, i.e., model smoothness
and gradient similarity, with the lower bound of AEs trans-
ferability. With this intuition, researchers have proposed
to finetune the attacker’s surrogate model to enhance its
smoothness (Zhu et al. 2022; Wu, Luo, and Wunsch II 2024;
Zhang et al. 2024), since AEs generated on smoothed surro-
gate models have shown better transferability. Nevertheless,
these methods all assume that attackers can obtain extra data
with a similar distribution of the target models’ training data,
and time-consuming tuning on these large-scale datasets in-
troduces computation overhead as well. Different from these
model-based attacks, recent works (Ge et al. 2023; Qiu et al.
2024) can achieve state-of-the-art (SOTA) performance on
transferability by optimizing the flat local maxima (minima)
of AEs, as illustrated (from black to blue dot) in Figure 1.

While these methods have made significant strides in im-
proving the transferability, limitaions remain. (1) Many of
the existing methods rely on empirical evaluations with dif-
ferent models, lacking a unified and representative metric
to measure transferability across various architectures. (2)
Moreover, model-based methods require access to extra data
(the same distribution as that of the target model), which
may not always be feasible in real-world scenarios. (3)
Model-based methods only optimize smoother landscapes
on benign samples, leading to suboptimal performance since
AEs are often generated iteratively. (4) Both gradient and
model-based methods fail to explain why flat local max-
ima or model smoothness boosts the generalization of AEs
across different models. Therefore, it is necessary to formal-
ize the definition of transferable AEs and find the connec-
tion with the aforementioned factors, which will offer more
insights into understanding adversarial transferability.

To this end, we rethink the property of transferable AEs
and develop a novel formulation from the perspective of
generalization to measure transferability. Building upon the
insights from this formulation, we first analyze the gener-
alization of AEs across models with different architectures
and prove that we can always find a local perturbation to
mitigate the gap between surrogate and target models. Fur-
ther, with these insights, we observe inner connections be-
tween model smoothness and flat local maxima, which both
contribute to the transferability of AEs. Based on this, we
then propose a new adversarial attack algorithm, Adversarial
Weight Tuning (AWT), which adaptively adjusts the param-
eters of the surrogate model using generated AEs to optimize
the flat local maxima and model smoothness simultaneously,
without the need for extra data. As shown in Figure 1, bet-
ter transferability (orange dot) can be achieved through input
and parameter space. We evaluate AWT on a variety of mod-
els with traditional experiments and the metric derived from
our proposed formulation. Our contributions are as follows:

• We theoretically analyze the transferability of AEs and
reveal the inherent factors of the surrogate model and
AEs that account for the transferability of AEs, which
have been neglected by previous works.

• Based on the analysis above, a data-free tuning method
AWT is developed by adaptively adjusting the parame-
ters of the surrogate model while optimizing adversar-
ial perturbations with better transferability. To the best of
our knowledge, AWT is the first method that combines
gradient-based and model-based attack methods to en-
hance the transferability of AEs.

• Further, with our formulation as a measurement of adver-
sarial transferability across models. We conduct compre-
hensive experiments for evaluation with CNN-based and
Tranformer-based models on ImageNet and demonstrate
that, AWT yields superior attack success rates and metric
values over eight SOTA transferable attacks.

Related Work
Gradient-based Adversarial Attack
Gradient-based methods are among the most common ap-
proaches to generating AEs and improving their transferabil-
ity. These methods basically involve crafting perturbations
based on the gradients of the loss function with respect to the
input. One of the earliest and most influential gradient-based
methods is the Fast Gradient Sign Method (FGSM) (Good-
fellow, Shlens, and Szegedy 2014), which adds a small per-
turbation to the input in the direction of the sign of the
gradient. Subsequent improvements, such as the Iterative
FGSM (Kurakin, Goodfellow, and Bengio 2016) and the
Momentum-based FGSM (Dong et al. 2018; Lin et al. 2019),
iteratively refine the perturbation to achieve higher success
rates and better transferability. Later, researchers proposed
methods to improve the transferability of AEs by leverag-
ing additional gradient information. For example, the Vir-
tual Momentum Iterative FGSM (VMI) (Wang and He 2021)
and the Ensemble Momentum Iterative FGSM (EMI) (Wang
et al. 2021c) use virtual and ensemble gradients, respec-
tively, to enhance the transferability of AEs. More recently,
the connection between flat local maxima and generaliza-
tion (Keskar et al. 2016; Foret et al. 2020) have inspired re-
searchers to generate AEs at a flat local region of the loss
function, making them more likely to generalize across mod-
els. For instance, Qin et al. (Qin et al. 2022) seek to minimize
the loss of AEs at a region with low loss value by adding
reverse perturbations before calculating gradients. Ge et al.
and Qiu et al. (Ge et al. 2023; Qiu et al. 2024) introduce ap-
proximated Hessian-vector products and aggregate the gra-
dients of randomly sampled data around AEs.

Model-based Adversarial Attack
There are also many works focusing on enhancing the
smoothness of the surrogate model since Wu et al. (Wu et al.
2018) found that local non-smoothness of the loss surface
harms the transferability of AEs, leading to methods that
finetune the surrogate model to be smoother (Zhu et al. 2022;
Wu, Luo, and Wunsch II 2024). These model-based meth-
ods generate transferable AEs by modifying the surrogate
model itself, which often involve pre-processing steps that
modify the model’s architecture (Li et al. 2020) or train-
ing loss function. For example, Distribution-Relevant Attack
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(DRA) (Zhu et al. 2022) achieves smoother by minimizing
the Hessian-vector products of the surrogate model.

Others
In addition to gradient-based and model-based methods, re-
searchers have explored other techniques to improve the
transferability of AEs (Wang et al. 2022, 2021a, 2024a,b).
One approach is to apply input transformations, such as
data augmentation, to the surrogate model during training.
Techniques like Diverse Input (DIM) (Xie et al. 2019) and
Translation-invariant method (TIM) (Dong et al. 2019) have
been shown to improve the transferability of AEs by mak-
ing the AEs more robust to data transformations. Another
line of research focuses on optimizing AEs with the aggre-
gated gradients from the ensemble of surrogate models (Liu
et al. 2016; Gubri et al. 2022). With augmentation of surro-
gate models, these methods aim to create AEs that are able
to fool a wider range of target models with significantly dif-
ferent architectures.

Methodology
Preliminaries
Formally, take an image classification task as an example,
let F : X → Y denotes the set of mapping function with
parameters, where input space X = RB×H×W×C and out-
put space Y = RB×K (B and K means batch size and
the number of the classes, respectively). For a dataset D =
{(x1, y1), (x2, y2), ...(xi, yi), ...(xN , yN )}, where xi ∈ X
and yi ∈ Y . Under white-box settings, attackers can gener-
ate AEs x′ by solving the maximization problem with fθ:

max
x′

ℓ(x′, y; θ), s.t.∥x− x′∥p ≤ ϵ, (1)

where fθ ∈ F , ℓ(·, ·; ·) is the loss function, and ∥x−x′∥p ≤
ϵ restricts the Lp norm of the discrepancy between x and x′,
where we adopt p = ∞ in this paper.

In black-box scenarios, different from Eq.(1), the attacker
aims to generate AEs with high generalization (transferabil-
ity) across models with different architectures and parame-
ters. To achieve this, the attacker needs to solve the follow-
ing problem:

max
x′

Efθi∈F [ℓ(x′, y; θi)] , (2)

where fθi denotes the target models trained on D from F .
Since the architecture and parameters of the target model θt
are out of reach, x′ can only generated on surrogate model
θs held by attackers. Given that the optimization problem in
Eq.(2) involves unknown models, we first simplify this by
assuming that our target models are trained on D with the
same architecture but different parameters. Therefore, we
can simplify Eq.(2) as follows:

max
x′

Eηi∈Ω [ℓ(x′, y; θs ⊕ ηi)] , (3)

where θs ⊕ ηi means that we can add different perturbation
η on parameter space θs to stand for different target models
with the same architecture but different parameters. Ω rep-
resents the set of parameter perturbations.

Enhance Transferability with Local (Min)Maxima
With the preliminaries above, we aim to find the inner con-
nection between transferability and corresponding factors
like flat local maxima and model smoothness in this sub-
section. Based this connection, we then solve the problem in
Eq.(3) with local maxima (minima) from the perspective of
both input and parameter space to achieve transferability.

Achieving Flat Local Maxima from Input Space. From
the perspective of generalization, to achieve Eq.(2), recent
works (Ge et al. 2023; Qiu et al. 2024) proposed to find a
flat local maxima of AEs to achieve better transferability:

max
x′

ℓ(x′, y; θs)− λ∥∇x′ℓ(x′, y; θs)∥2. (4)

However, the mechanism behind this factor remains to be
discussed and explored. Here, we present a theoretical anal-
ysis on this factor.
Proposition 1: Given a model fθ with parameters θ, and a
perturbation η such that ∥η∥p ≤ κ (κ → 0), we want to
prove that ∀x ∈ D and γ → 0, there exists an perturbation
δ such that:

∥fθ+η(x)− fθ(x+ δ)∥p ≤ γ. (5)

Proposition 1 states that models with different parame-
ters can be approximated by introducing perturbations in the
input space, which suggests that we can bridge the gap be-
tween target and surrogate models using input perturbations.
Therefore, we can further approximate Eq.(3) as follows:

max
x′

Eδi∈Ω̂ [ℓ(x′ + δi, y; θ
s)] , (6)

where δi ∈ Ω̂ = {δ | ∥fθ+η(x)− fθ(x+ δ)∥p ≤ γ, η ∈ Ω}
represents the perturbation set in the input space to elimi-
nate the differences in parameter space. For the generation
of AEs, we can transform Eq.(6) into a bi-level optimization
problem by maximizing the lower bound of the expectation
item in Eq.(6):

max
x′

min
δ

[ℓ(x′ + δ, y; θs)] . (7)

Subsequently, we further approximate the first-order Taylor
expansion of the loss function ℓ(·) at the point x′:

ℓ(x′+δ, y; θs) = ℓ(x′, y; θs)+δT ·∇x′ℓ(x′, y; θs)+O(∥δ∥22).
(8)

Please note that solving the inner optimization of Eq.(7)
can be approximated by −α∇x′ℓ(x′, y; θs). This approx-
imation leads to an equation nearly equivalent to Eq.(4),
which have actually been proven in NCS (Qiu et al.
2024). Consequently, we can relate the flat local maxima
∥∇x′ℓ(x′, y; θs)∥2 to the transferability of AEs across mod-
els with the same architecture but different parameters, as
outlined in Eq.(6).

However, SOTA attacks such as NCS (Qiu et al. 2024) and
PGN (Ge et al. 2023) achieve flat local maxima of x′ solely
through optimization in the input space. In contrast, we pro-
pose achieving this by adjusting the parameters of the sur-
rogate models. Unlike model-based tuning methods, AWT
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Figure 2: Correlation between the L2 norms of sample and
parameter gradient (with normalization: g = g−µ

σ ).

leverages the intermediate AEs during the optimization pro-
cess. Since using ∥∇x′ℓ(x′, y; θs)∥2 as loss for model opti-
mization is non-trivial, we use generated x′

t to achieve this:

ℓ(x′
t, y; θ

s) = (x′
t − x′

t−1)
T · ∇x′

t−1
ℓ(x′

t−1, y; θ
s)

+ ℓ(x′
t−1, y; θ

s) +O(∥δ∥22),
(9)

where x′
t denotes the generated AEs in the t-th iter-

ation, and (x′
t+1 − x′

t)
T · ∇x′ℓ(x′, y; θs) approximates

∥∇x′ℓ(x′, y; θs)∥2. Consequently, we can also achieve flat
local maxima by minimizing ℓ(x′

t, y; θ
s). Additionally, we

add the term ℓ(x, y; θs) to maintain the stability of the surro-
gate model. Thus, the overall loss function LAWT for model
tuning at the iteration t is given by:

LAWT = ℓ(x′
t, y; θ

s) + ℓ(x, y; θs). (10)
Achieving Flat Local Minima from Parameter Space.

In addition to the flat local maxima of AEs, Proposition 1
suggests that model smoothness also contributes to adver-
sarial transferability.
Proposition 2: For a model fθ parameterized by θ and a
loss function ℓ(x, y; θ), there is a positive correlation be-
tween the L2 norm of the input gradient ∥∇xℓ(x, y; θ)∥2 and
that of the parameter gradient ∥∇θℓ(x, y; θ)∥2.

Proposition 2 indicates that the L2 norms of the input
gradient and the parameter gradient are positively corre-
lated. To empirically validate this correlation, we visualize
∥∇xℓ(x, y; θ)∥2 and ∥∇θℓ(x, y; θ)∥2 for each sample in Fig-
ure 2, from which we can observe a strong positive correla-
tion between the L2 norm of the sample gradient and that of
the parameter gradient, with Pearson and Spearman correla-
tion coefficients of 0.93 and 0.95, respectively. Leveraging
this correlation, we can instead minimize ∥∇θsℓ(x′, y; θ)∥2.
However, directly incorporating the gradient norm as a loss
term introduces significant computational overhead due to
the necessity of computing second-order derivatives. To ad-
dress this challenge, we propose reformulating the problem
as a bi-level optimization:

min
θs

max
∥η∥2≤ρ

LAWT (x
′
t, x, y; θ

s ⊕ η), (11)

where η denotes the l2 norm bound of parameter perturba-
tions. In this framework, the inner optimization problem im-
plicitly minimizes the gradient norm by seeking the most

Algorithm 1: Adversarial Weight Tuning (AWT) attack

Require: Benign input x with ground-truth label y; the loss
function ℓ with surrogate model fθs ; the magnitude of
perturbation ϵ; the maximum number of iterations T ; the
decay factor µ; the balanced coefficient ω; the step size
of parameters: β, lr; the number of randomly sampled
examples N .

Ensure: An adversarial example x′.
1: g0 = 0, x′

0 = x, θtemp = θs

2: for t = 0, 1, · · · , T − 1 do
3: Set ḡ = 0

4: Compute the perturbed θ̂s with θs + β · ∇θsLAWT

5: Update surrogate θs with θs − lr · ∇θ̂sLAWT

6: // Adjust the parameters of θs to obtain surrogate
model with better transferability.

7: for i = 0, 1, · · · , N − 1 do
8: Randomly sample an example x∗ ∼ N (x′

t, ζ)
9: Calculate the gradient at x∗: g′ = ∇x∗ℓ(x∗, y; θs)

10: Compute the predicted point by x∗ = x∗−α· g′

∥g′∥1

11: Calculate the gradient at x∗: g∗ = ∇x∗ℓ(x∗, y; θs)
12: Update gradient by ḡ = ḡ+ 1

N [(1−ω) ·g′+ω ·g∗]
13: end for
14: gt+1 = µ · gt + ḡ

∥ḡ∥1

15: Update x′
t+1 via x′

t+1 = ΠBϵ(x)[x
′
t + α · sign(gt+1)]

16: end for
17: θ = θtemp

18: return x′ = x′
T

challenging perturbations under which the model should re-
main robust. Simultaneously, the outer optimization adjusts
the parameters θs to minimize the worst-case loss, thereby
enhancing model smoothness. This approach preserves the
benefits of gradient norm minimization while avoiding pro-
hibitive computational costs.

For practical implementation, we incorporate previous
gradient-based techniques (Qiu et al. 2024; Ge et al. 2023)
(flat local maxima of input space) to achieve flat local max-
ima in both input and parameter spaces, thereby improv-
ing the generalization of AEs across different models. The
complete algorithm for generating AEs is detailed in Algo-
rithm 1, which also ensures a low ∥∇θsℓ(x′, y; θ)∥2 by op-
timizing samples around x′.

Evaluation
Experimental Settings
Dataset. Evaluation is conducted on the ImageNet-
compatible dataset, which is widely utilized in prior
work (Qin et al. 2022; Ge et al. 2023; Qiu et al. 2024). This
dataset comprises 1,000 images which we resized with a res-
olution of 224×224×3 pixels, along with their correspond-
ing ground-truth labels.

Models. To demonstrate the efficacy of our methods,
we evaluate attack performance on several popular pre-
trained models including CNN-based and Transformer-
based models. For CNN models, we consider: ResNet-18
(RN18), ResNet-50 (RN50), and ResNet-101(RN101) (He
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Model Attack ViT-B/16 ViT-B/32 Swin-T Swin-S ConViT LeViT CAiT-S DeiT-B PiT-B

RN50

MI 11.7±0.3 11.6±0.2 25.1±0.6 20.6±0.5 11.5±0.3 17.8±0.2 12.3±0.4 10.9±0.5 15.5±0.3
NI 11.3±0.3 11.3±0.3 25.2±0.1 20.9±0.4 11.2±0.2 17.7±0.2 11.6±0.4 10.7±0.2 14.5±0.1

VMI 28.6±0.2 21.6±0.3 42.5±0.3 38.1±0.3 27.4±0.4 36.0±0.4 29.4±0.4 28.5±0.9 33.3±0.3
VNI 23.0±0.7 17.4±0.4 40.8±0.5 35.4±0.3 23.0±0.2 33.5±0.6 24.4±0.4 23.6±0.3 29.3±0.4
EMI 19.3±0.2 15.6±0.3 39.5±0.6 32.8±0.1 19.8±0.4 30.6±0.4 20.9±0.5 19.2±0.4 25.1±0.3
RAP 10.8±0.2 10.9±0.2 23.9±0.1 19.9±0.6 10.6±0.1 16.5±0.2 11.4±0.1 9.9±0.2 14.6±0.4
PGN 49.2±0.4 40.8±0.2 66.0±0.1 59.2±0.2 46.8±0.4 60.4±0.6 50.9±0.2 49.5±0.3 53.0±0.2
NCS 49.1±0.3 39.7±0.3 63.7±0.1 59.4±0.2 48.0±0.2 58.8±0.5 51.5±0.2 50.6±0.3 54.1±0.5
AWT 59.0±0.3 46.6±0.5 72.5±0.3 67.6±0.4 56.6±0.4 69.0±0.3 61.3±0.2 60.0±0.4 62.7±0.5

RN101

MI 18.5±0.4 14.4±0.2 31.6±0.6 28.1±0.4 18.7±0.5 25.8±0.9 19.2±0.1 18.3±0.3 23.3±0.4
NI 17.3±0.3 13.5±0.3 31.2±0.6 27.8±0.9 17.8±0.5 25.5±0.2 18.1±0.4 16.9±0.2 22.0±0.2

VMI 36.0±0.2 26.2±0.2 48.8±0.3 45.3±0.5 35.8±0.6 44.3±0.7 37.9±0.4 37.0±0.6 41.0±0.9
VNI 31.0±0.8 21.9±0.7 47.5±0.4 42.2±1.1 31.0±0.6 42.1±0.9 33.5±0.5 32.2±0.7 37.8±1.1
EMI 30.4±1.0 21.3±0.2 51.5±0.5 44.8±0.5 30.8±0.4 44.8±0.6 33.5±0.5 31.8±0.4 37.7±0.5
RAP 16.4±0.3 13.6±0.1 29.4±0.3 25.6±0.3 16.7±0.2 23.8±0.1 17.3±0.3 15.6±0.2 20.9±0.2
PGN 63.0±0.5 51.9±0.3 73.4±0.3 69.4±0.2 60.2±0.5 70.7±0.4 65.9±0.3 63.5±0.1 65.8±0.1
NCS 58.5±0.1 48.3±0.4 69.7±0.2 66.3±0.2 57.5±0.3 66.0±0.3 62.5±0.2 59.6±0.1 62.6±0.1
AWT 68.0±0.4 55.1±0.4 76.8±0.2 73.8±0.2 65.9±0.3 75.3±0.6 71.3±0.1 68.9±0.5 70.1±0.2

Table 1: The attack success rates (%±std, over 10 random runs) of nine gradient-based attacks on nine normally trained
Transformer-based models. The best and second results are bold and underline, respectively.

et al. 2016), Inception-v3 (Inc-v3) (Szegedy et al.
2016), Inception-v4 (Inc-v4), InceptionResNet-v2 (IncRes-
v2) (Szegedy et al. 2017), VGG-13, VGG-16 (Simonyan and
Zisserman 2014) and DenseNet-121 (Dense121) (Huang
et al. 2017). Additionally, we consider Transformer-based
models, including ViT-Base/16 (ViT-B/16), ViT-Base/32
(ViT-B/32) (Dosovitskiy et al. 2020), PiT-B (Heo et al.
2021), Swin-T, Swin-S (Liu et al. 2021), ConViT (d’Ascoli
et al. 2021), LeViT (Graham et al. 2021), CAiT-S (Touvron
et al. 2021b), DeiT-B (Touvron et al. 2021a)

Compared Methods. As for baselines, we employ
eight popular gradient-based iterative adversarial attacks:
MI (Dong et al. 2018), Nesterov Accelerated FGSM
(NI) (Lin et al. 2019), VMI (Wang and He 2021),
EMI (Wang et al. 2021c), and Robust Adversarial Perturba-
tions (RAP) (Qin et al. 2022), Probabilistic Gradient Noise
(PGN) (Ge et al. 2023) and Neighborhood Conditional Sam-
pling (NCS) (Qiu et al. 2024).

Hyper-parameters. Following the previous work (Ge
et al. 2023; Qin et al. 2022; Qiu et al. 2024), we set the max-
imum perturbation ϵ = 16.0/255, the number of iterations
T = 10, and the step size α = 1.6. For MI and NI, the de-
cay factor µ = 1.0. For VMI, we set the number of sampled
examples N = 20 and the upper bound of the neighborhood
size β = 1.5 × ϵ. For EMI, we set N = 11, the sampling
interval bound η = 7, and use linear sampling. For the RAP
attack, we set α = 2.0/255, K = 400, the inner iteration
number T = 10, the late-start KLS = 100, and the size of
neighborhoods ϵn = 16.0/255. For PGN, NCS and AWT,
we set N = 20, the balanced coefficient δ = 0.5, and the
upper bound ζ = 3.0× ϵ. For AWT alone, we set β = 0.005
and lr = 0.002 for surrogate models used for evaluation.

Note. Due to the extensive amount of evaluation results,
we do not include all the data in the main body of the paper.
The complete set of results is available in the appendix.

Measurement of Adversarial Transferability
With Equation 3, we wonder if it is possible to derive a
metric for the measurement of transferability, which can
also serve as a metric to measure the transferability of AEs.
Specifically, we propose quantifying the difference between
the benign model and the perturbed one using AEs. Here,
we define the transferability score T as follows:

T (A, θs) = Ex∈D
ηi∈Ω

[∥fθs⊕ηi(A(x))− fθs(A(x))∥2] , (12)

where A denotes the attack method. The transferability
score T measures the expected difference in loss between
the surrogate model and the perturbed one when evaluated
on AEs. A lower value of T indicates a higher transferabil-
ity, meaning that the AEs generated on the θs are more likely
to fool the target models. Considering that obtaining Ω is
not trivial, we assume that the l2 norm of the perturbation
in Ω is bounded. Specifically, we sample θ ∈ Bε(θ), where
Bε(θ) denotes the ε-ball around θ, to approximate the tar-
get models. The proposed metric can be used to evaluate the
effectiveness of various attack strategies in generating AEs
that are transferable across different models. For the hyper-
parameters of the metric in Eq.(12), we sample 10 perturba-
tions around the parameters of the surrogate models with the
distribution N (θs, ε) and ε ∈ {0.001, 0.01, 0.1}.

Experimental Results
Evaluation on Transformer-based Models. With the rise
of large models in various domains, transformer architecture
models have become increasingly prevalent due to their su-
perior performance in handling complex tasks. The success
of these models has led to a surge in their adoption across
a wide range of applications. Therefore, we mainly focus
on evaluating the effectiveness of the AWT method in gen-
erating AEs with high transferability on Transformer-based
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Model Attack Inc-v4 Inc-v3 Dense121 VGG-16

RN50

MI 26.7±0.2 32.8±0.8 39.1±0.7 40.4±0.5
NI 26.3±0.5 32.8±0.2 40.5±0.5 41.8±0.3

VMI 46.9±0.5 49.1±0.3 58.1±0.7 56.5±0.4
VNI 45.5±0.3 47.6±0.6 60.6±1.0 58.2±0.8
EMI 43.1±0.7 48.1±0.9 64.3±0.7 63.9±0.8
RAP 25.1±0.2 30.8±0.7 36.4±0.6 38.9±0.5
PGN 73.2±0.3 75.3±0.3 82.5±0.2 80.2±0.2
NCS 67.8±0.1 68.5±0.2 76.5±0.2 73.9±0.1
AWT 77.0±0.3 79.1±0.3 86.7±0.2 84.6±0.3

RN101

MI 36.6±0.3 40.5±0.6 49.2±0.4 46.9±0.4
NI 36.7±0.7 40.2±0.4 50.0±0.9 48.0±0.9

VMI 55.2±0.3 57.2±0.4 66.0±1.0 60.0±0.2
VNI 55.4±0.5 56.2±1.0 69.1±0.3 61.7±0.3
EMI 59.6±0.8 61.3±0.4 76.4±0.3 70.1±0.4
RAP 34.2±0.4 38.4±0.9 46.0±1.0 44.9±0.7
PGN 82.1±0.1 81.0±0.2 86.1±0.1 82.1±0.3
NCS 75.0±0.4 74.2±0.2 80.4±0.1 76.5±0.3
AWT 82.4±0.2 82.0±0.2 87.4±0.3 84.9±0.2

Table 2: The attack success rates (%±std, over 10 random
runs) of nine gradient-based attacks on four normally trained
CNN-based models. The best and second results are bold
and underline, respectively.

models. Table 1 presents the attack success rates (ASR) of
nine gradient-based attacks on nine pretrained Transformer-
based models. The results are averaged over 10 random runs,
and the standard deviations are reported alongside the mean
values. As shown in Table 1, among the existing methods,
PGN and NCS perform particularly well, often achieving
the second-highest ASR. However, AWT consistently out-
performs these methods, demonstrating the superiority of
our method in generating AEs with high transferability. For
instance, on the ViT-B/16 model (target), AWT achieves an
ASR of 59.0%, surpassing the second-best method, PGN,
which has an ASR of 49.2%. Similarly, on the RN101 (sur-
rogate), AWT achieves an ASR of 68.0%, outperforming
PGN, which has an ASR of 63.0%.

Evaluation on CNN-based Models. Building on the
strong performance of the AWT on Transformer-based mod-
els, we now evaluate its effectiveness on CNN-based mod-
els. Table 2 presents the ASR of nine gradient-based attacks
on four pretrained CNN-based models, including Inc-v4,
Inc-v3, DN121, and VGG16. As shown in Table 2, AWT
consistently outperforms other attacks, achieving the high-
est ASRs across all CNN-based models. For instance, on
the Inc-v4 model, AWT achieves an ASR of 77.0%, sur-
passing the second-best method, PGN, which has an ASR
of 73.2%. Similarly, on the RN101 model, AWT achieves
an ASR of 82.4%, outperforming PGN, which has an ASR
of 82.1%. The superior performance of AWT on CNN-
based models further supports its effectiveness in generating
AEs with high transferability. These results are consistent
with those observed on Transformer-based models, indicat-
ing that AWT is a robust method capable of enhancing the
transferability of AEs across different model architectures.

Integrated with Other Attacks. Having demonstrated
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Figure 3: Relationship between the proposed metric and ex-
perimental transferability on VGG16 (target model). Each
dot represents an adversarial sample. Note that AEs are gen-
erated on RN50 and the amplitude ε of the parameter pertur-
bation is set to 0.05.

the effectiveness of the AWT (only model tuning) method
on both CNN- and Transformer-based models, we now in-
vestigate its impact when integrated with other attacks which
also follows the approach taken in previous works (Qiu et al.
2024). AWT can further enhance the adversarial transfer-
ability of other attacks without any conflict or overlap, ef-
fectively complementing each other. Specifically, we inte-
grate AWT with input transformation-based attacks, such as
DIM (Xie et al. 2019), TIM (Dong et al. 2019), SIM (Lin
et al. 2019), and Admix (Wang et al. 2021b), and evalu-
ate the ASR on a variety of target models. Table 3 presents
the ASR of these attacks when integrated with AWT, using
RN50 and RN101 as the surrogate models. The best results
are highlighted in bold. As shown in Table 3, integrating
AWT with existing attack methods consistently improves the
ASRs across all target models. For instance, when integrated
with DIM, AWT increases the ASR from 43.3% to 48.5% on
the Inc-v4 model, and from 55.2% to 58.1% on the Inc-v3
model when using RN50 as the surrogate model. Similarly,
when integrated with TIM, AWT improves the ASR from
36.9% to 42.9% on Inc-v3 when using RN101 as the sur-
rogate model. The improvements are substantial across all
attack methods. For example, when integrated with Admix,
AWT increases the ASR from 62.3% to 66.2% on Inc-v3
when using RN50 as the surrogate model. The integration
of AWT with other attacks demonstrates its versatility and
ability to enhance the transferability of AEs.

Transferability Measurement. To better understand the
relationship between our proposed formulation (metric)
(Eq.(12)) and the actual transferability, we first analyze the
correlation between the metric values and the transferabil-
ity obtained on target model (VGG16). Figure 3 depicts the
relationship between the proposed metric and the transfer-
ability on the VGG16 model with 100 generated samples.
For experimental transferability (y-axis), we use ∥fy

θt(x) −
fy
θt(x′)∥ empirically, which represents how adversarial per-

turbations influence the target model from the confidence
(without softmax) of the benign label y. The x-axis repre-
sents the calculated metric value, while the y-axis shows
the corresponding transferability achieved on the VGG16
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Attack Inc-v4 Inc-Res-v2 Inc-v3 DN121 VGG16 ViT-B/16 Swin-T LeViT DeiT-B
DIM 43.3 38.1 46.7 55.1 52.3 23.7 37.1 31.4 24.8

DIM+AWT 48.5 42.2 50.6 60.4 59.7 27.9 43.4 34.5 28.4
TIM 31.5 24.2 34.0 41.1 43.7 18.0 27.2 21.3 13.8

TIM+AWT 39.4 31.2 41.3 50.4 51.1 21.2 33.6 26.0 17.9
Admix 49.7 42.1 52.1 65.1 62.2 27.0 44.6 36.8 27.2

Admix+AWT 61.3 52.9 61.6 75.7 72.3 32.6 54.2 46.6 32.2
SIM 39.3 31.1 43.2 53.9 51.6 18.6 36.0 25.8 18.4

SIM+AWT 58.2 49.1 58.5 71.7 66.5 31.6 51.0 42.0 31.4

Table 3: The attack success rates (%) of AWT method, when it is integrated with DIM, TIM, SIM and Admix, respectively. The
AEs are generated on RN50. The best and second results are bold.

Model ε MI NI VMI VNI EMI RAP PGN NCS AWT

RN50
0.001 0.193 0.192 0.190 0.192 0.252 0.221 0.224 0.197 0.184
0.010 1.751 1.816 1.687 1.867 2.128 2.136 1.978 1.646 1.642
0.100 15.934 16.240 18.397 19.288 19.043 16.911 16.643 16.351 15.852

RN101
0.001 0.154 0.145 0.146 0.147 0.161 0.165 0.159 0.144 0.142
0.010 1.500 1.394 1.374 1.360 1.583 1.471 1.512 1.382 1.283
0.100 15.095 13.017 14.125 15.719 15.506 13.570 14.247 14.480 12.121

Table 4: The metric value of different attacks with different amplitude of parameter perturbation on surrogate models. Note that
ε denotes the amplitude of the perturbation mentioned in Eq.12 and the lower value means higher transferability.

model. As shown in Figure 3, there exists a strong negative
correlation between the metric value and the transferability
on VGG16. The Pearson coefficient of −0.64 and the Spear-
man coefficient of −0.68 indicate a significant inverse rela-
tionship between the two variables. This observation sug-
gests that higher metric values correspond to lower transfer-
ability, providing evidence that our metric can capture the
characteristics of transferable AEs to a certain degree.

Further, with the evidence above, we use our proposed
metric to evaluate nine attacks under different parameter per-
turbations with RN50 and RN101 and the results are shown
in Table 4. We can observe that AWT can achieve the low-
est metric value among all attacks, suggesting that it gener-
ates AEs with better transferability. This finding aligns with
the results reported earlier in Table 1 and Table 2. How-
ever, we can also notice there are discrepancies between ex-
perimental results and our metric. For instance, PGN and
NCS tend to perform better transferability than other attacks
but they sometimes have larger metric values than attacks
than VMI and VNI. This can be attributed to the insufficient
sampling of our metric, leading to significant errors. There-
fore, it is crucial to acknowledge that the transferability of
AEs in real-world settings can be significantly more com-
plex due to the diversity of model architectures. Given these
complexities, our proposed metric, while effective in certain
contexts, may not fully capture the intricacies of transfer-
ability in practice. (Limitations) (1) The metric assumes a
certain level of similarity between the surrogate model and
the target model with the same architecture, which might not
always hold in practical applications. (2) Even if two mod-
els share the same architecture, differences in their training
data or hyperparameter settings can lead to variations in the
transferability of AEs (Wu et al. 2018), which have not been
considered in the proposed metric. (3) Note that AWT has

introduced extra computational cost with two backward for
calculating parameter gradients during each iteration while
different samples do need different surrogate parameters to
achieve better optimal. In practice, attackers should balance
the trade-off between computational cost and effectiveness.

Despite the above limitations, the proposed metric serves
as a valuable starting point for evaluating the transferability
of AEs. It can be used as a guiding tool to identify poten-
tially effective attacks and to inform the selection of appro-
priate surrogate models. Besides, further research is needed
to develop more comprehensive metrics that can account for
the complexities involved in real-world scenarios.

Conclusion
In this work, we focus on transferable adversarial attacks,
which pose significant threats to the robustness and security
of DNNs in real-world applications. Motivated by the em-
pirical evidence that flat maxima enhance the transferabil-
ity of AEs, we propose the AWT method, a novel approach
aimed at finding flat adversarial regions through a max-min
bi-level optimization problem. AWT leverages the interplay
between the optimization of adversarial perturbations and
the adjustment of the surrogate model’s parameters without
the requirement for extra data to achieve better transferabil-
ity. Through extensive experiments on a variety of models
with different architectures, we show that AWT generates
AEs in flatter regions, resulting in improved transferability
compared to SOTA methods. Our theoretical analysis re-
veals the inherent factors of the surrogate model and AEs
that contribute to the transferability of AEs, and we propose
a unified metric to measure the transferability of AEs across
models. The enhanced transferability of AEs produced by
AWT highlights the need for robust defenses and opens up
new avenues for research in adversarial robustness.
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