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Abstract

Model extraction attacks are one type of inference-time at-
tacks that approximate the functionality and performance of
a black-box victim model by launching a certain number of
queries to the model and then leveraging the model’s predic-
tions to train a substitute model. These attacks pose severe se-
curity threats to production models and MLaaS platforms and
could cause significant monetary losses to the model own-
ers. A body of work has proposed to defend machine learn-
ing models against model extraction attacks, including both
active defense methods that modify the model’s outputs or
increase the query overhead to avoid extraction and passive
defense methods that detect malicious queries or leverage wa-
termarks to perform post-verification. In this work, we intro-
duce a new defense paradigm called attack as defense which
modifies the model’s output to be poisonous such that any
malicious users that attempt to use the output to train a substi-
tute model will be poisoned. To this end, we propose a novel
lightweight backdoor attack method dubbed HoneypotNet
that replaces the classification layer of the victim model with
a honeypot layer and then fine-tunes the honeypot layer with
a shadow model (to simulate model extraction) via bi-level
optimization to modify its output to be poisonous while re-
maining the original performance. We empirically demon-
strate on four commonly used benchmark datasets that Hon-
eypotNet can inject backdoors into substitute models with a
high success rate. The injected backdoor not only facilitates
ownership verification but also disrupts the functionality of
substitute models, serving as a significant deterrent to model
extraction attacks.

Introduction
As the demand for integrating deep learning into daily tasks
grows, Machine Learning as a Service (MLaaS) (Ribeiro,
Grolinger, and Capretz 2015) has become a popular solu-
tion for deploying deep learning models across a wide range
of applications. MLaaS platforms allow users to obtain pre-
diction outputs through Application Programming Interfaces
(APIs). However, research has revealed significant model
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Figure 1: An illustration of our HoneypotNet defense.

leakage risks associated with MLaaS platforms due to model
extraction attacks (Orekondy, Schiele, and Fritz 2019a; Pal
et al. 2020; Yu et al. 2020; Zhou et al. 2020; Wang et al.
2022; Lin et al. 2023; Zhao et al. 2023; Karmakar and Basu
2023; Liu et al. 2024; Yuan et al. 2024). In a model ex-
traction attack, an attacker approximates a black-box vic-
tim model by training a substitute model using a dataset
constructed from queries to the victim model (Orekondy,
Schiele, and Fritz 2019a). The attacker starts by querying
the victim model with samples from an attack dataset that
is either publicly available or synthesized. The predictions
returned by the victim model serve as pseudo-labels to train
the substitute model. After training, the substitute model of-
ten mimics the functionality of the victim model, enabling
attackers to exploit it for various gains. Model extraction at-
tacks thus pose significant threats to the intellectual property
of deep learning models.

Several methods have been proposed to defend deep
learning models against model extraction attacks (Juuti et al.
2019; Dziedzic et al. 2022; Jia et al. 2021; Li et al. 2022; Lv
et al. 2024; Orekondy, Schiele, and Fritz 2019b; Kariyappa
and Qureshi 2020; Tang et al. 2024; Tan et al. 2023; Ke-
sarwani et al. 2018). These defenses can be broadly catego-
rized into two types: active defense and passive defense. Pas-
sive defense involves detecting potential attackers by mon-
itoring user queries or using model watermarks for post-
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Defense Type Method
Requirements Capabilities

Computational Logging User Hindering Copyright Counter
Overhead Queries Extraction Verification Attack

Passive defense Extraction detection (2019; 2018) Low w/ ! % %

Model watermarking (2021; 2022; 2024; 2023) High w/o % ! %

Active defense Proof-of-work (2022) Low w/ ! % %

Prediction perturbation (2019b; 2020; 2024) High w/o ! % %

Attack as defense HoneypotNet (Ours) Low w/o % ! !

Table 1: Comparison between different defense methods against model extraction attack. ‘w/’ and ‘w/o’ indicate with or without
logging user query behavior, respectively.!and%denote whether a method has the listed functionality.

verification. However, these methods often rely on prior
knowledge, making them less effective when such knowl-
edge is unavailable. While watermarking can confirm model
ownership, it must be integrated into the training process and
does not guarantee that the watermark will be transferred to
a substitute model. Active defense aims to prevent attack-
ers from training effective substitute models by perturbing
model outputs or increasing query overhead. However, these
countermeasures may intensify the arms race between at-
tackers and defenders, potentially leading to more sophisti-
cated attacks.

In this paper, we introduce a novel defense paradigm
called attack as defense. Unlike traditional active or pas-
sive defenses, this approach is more aggressive: it attacks
the substitute model to disrupt its functionality and under-
mine the attacker’s trust in it. To illustrate this paradigm,
we present HoneypotNet, a lightweight backdoor attack
method designed to protect image classification models from
model extraction attacks. HoneypotNet is the first defense
strategy that employs a backdoor attack on the substitute
model, targeting any attackers who attempt to extract the
victim model. As depicted in Figure 1, HoneypotNet re-
places the output layer of the victim model with a honey-
pot layer, which is fine-tuned to produce poisonous proba-
bility vectors while preserving the model’s original perfor-
mance. If an attacker tries to extract the protected model and
trains a substitute model using these poisoned probability
vectors, the substitute model will be compromised and con-
tain a backdoor. This approach allows the model owner to
control the substitute model by exploiting the backdoor trig-
ger, making it predict the backdoor class when activated.

The main challenge is to design a backdoor attack that
injects a backdoor into the substitute model while ensuring
the normal functionality of the victim model, and without
explicitly adding backdoor triggers to the images, as the at-
tacker will use their own clean images to train the substi-
tute model. Inspired by adversarial examples (Szegedy et al.
2014; Goodfellow, Shlens, and Szegedy 2015), we propose
using a specialized form of Universal Adversarial Perturba-
tion (UAP) (Moosavi-Dezfooli et al. 2017) to address this
challenge. As the adversarial vulnerability of deep learning
models is inherent, UAPs can serve as poisoning-free trig-
gers that do not require explicit injection. I.e., they function

similarly to backdoors, where the presence of a UAP can
activate a specific class. This leads us to fine-tune the hon-
eypot layer to share the same adversarial vulnerability with
a shadow model through a Bi-Level Optimization (BLO)
framework. Here, the shadow model simulates the model
extraction process. The shared adversarial vulnerability can
then be transferred from the honeypot layer to any substitute
model via its optimized poisonous probability vectors. We
solve the BLO problem through alternating optimization, re-
sulting in the honeypot layer and corresponding trigger after
convergence. Experiments on four commonly used datasets
show that our HoneypotNet defense achieves attack success
rates between 56.99% and 92.35% on substitute models.

Related Work
Model Extraction Attack Model extraction attacks aim
to extract (steal) a substitute model that mimics a victim
model’s functionality by querying its API. Papernot et al.
(2017) first identified that an online model could be ex-
tracted by querying the black-box victim model multiple
times. Existing model extraction techniques fall into two
main categories: data synthesis and data selection. Data syn-
thesis methods (Zhou et al. 2020; Kariyappa, Prakash, and
Qureshi 2021; Lin et al. 2023; Liu et al. 2024; Yuan et al.
2024) use generative models, such as GANs (Goodfellow
et al. 2014) or diffusion models (Ho, Jain, and Abbeel 2020),
to create synthetic training data. However, these methods of-
ten require impractically large query volumes due to slow
convergence. In contrast, data selection methods (Orekondy,
Schiele, and Fritz 2019a; Wang and Lin 2022; Pal et al.
2020; Wang et al. 2022; Jindal et al. 2024; Zhao et al. 2024)
choose informative samples from a pre-existing data pool.
Techniques like reinforcement learning (e.g., KnockoffNets
(Orekondy, Schiele, and Fritz 2019a)) or active learning
(e.g., ActiveThief (Pal et al. 2020)) are used for this pur-
pose. These approaches achieve high success rates with sig-
nificantly fewer queries, making them a substantial threat in
real-world scenarios. Our work focuses on defenses against
data selection-based extraction attacks.

Model Extraction Defense The goal of model extrac-
tion defenses is to prevent or detect attempts to extract the
victim model while ensuring legitimate user access. Exist-
ing defenses, summarized in Table 1, fall into four cate-
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Figure 2: Overview of our HoneypotNet method. It replaces the classification layer of the victim model with a honeypot layer
and finetunes the honeypot layer in three steps via bi-level optimization: 1) extraction simulation, which simulates the process
of model extraction attacks with a shadow model; 2) trigger generation, which generates and updates the trigger on the shadow
model; and 3) finetuning, which finetunes the honeypot layer with the trigger.

gories: The extraction detection (Juuti et al. 2019; Kesar-
wani et al. 2018) and proof-of-work (Dziedzic et al. 2022)
methods log and monitor users’ queries to detect malicious
users. However, this logging behavior increases the risk of
privacy leakage. Model watermarking techniques (Jia et al.
2021; Li et al. 2022; Lv et al. 2024; Tan et al. 2023) embed
verifiable features into the model, but face limitations when
applied to pre-trained models and offer minimal protection
beyond ownership verification. The predictive perturbation
method (Orekondy, Schiele, and Fritz 2019b; Kariyappa and
Qureshi 2020; Tang et al. 2024) adds perturbations to the
model’s predictions to complicate the extraction process.
However, this method is computationally expensive, as it re-
quires calculating perturbations for each query sample. Ad-
ditionally, it is vulnerable to advanced attacks that bypass
these defenses using only hard labels (Wang et al. 2022;
Sanyal, Addepalli, and Babu 2022; Yuan et al. 2024), un-
derscoring the ongoing arms race between attackers and de-
fenders. This paper introduces a novel defense paradigm
termed attack as defense, which proactively targets the at-
tacker rather than solely defending the model.

Backdoor Attack Backdoor attacks inject malicious
behavior into deep neural networks (DNNs) by poisoning
the training data with a trigger (Gu, Dolan-Gavitt, and Garg
2017). These attacks enable a backdoored model to oper-
ate normally on clean inputs while consistently predicting a
target class when the trigger is present. Since their introduc-
tion in Chen et al. (2017), backdoor attacks have received
substantial research attention (Gu, Dolan-Gavitt, and Garg
2017; Chen et al. 2021; Tang et al. 2020; Liu et al. 2019;
Jha, Hayase, and Oh 2023; Chen et al. 2022; Rong et al.
2024). Existing poisoning-based backdoor attacks can be di-
vided into two categories: standard dirty-image attacks (Gu,
Dolan-Gavitt, and Garg 2017; Chen et al. 2017; Liu et al.
2019) and clean-image attacks (Jha, Hayase, and Oh 2023;

Chen et al. 2022; Rong et al. 2024). Our proposed de-
fense, HoneypotNet, is similar to clean-image attacks in
that it injects a backdoor into the substitute model with-
out altering the images. While previous research has exam-
ined clean-image attacks for multi-label classification (Chen
et al. 2022), these methods rely on naturally occurring pat-
terns and lack the use of specific triggers. FLIP (Jha, Hayase,
and Oh 2023) overcomes this limitation by using an expert
model and trajectory matching to select specific samples and
their corresponding flipped labels. However, FLIP’s need for
access to the entire training dataset makes it unsuitable for
our scenario.

Proposed Defense
Threat Model
We adopt a standard model extraction threat model where an
attacker aims to extract a substitute model F̂ mimicking the
functionality of a victim modelF : [0, 1]d 7→ RN using only
black-box access. The attacker queries F with a chosen set
of inputs to form a transfer set DT = x,F(x). This transfer
set, DT , is then used to train F̂ , with the goal of achieving
comparable accuracy: Acc(F̂) ∼ Acc(F). Our defense op-
erates under the following assumptions: (1) Only the output
F(x) can be modified, not the input x; (2) Attacker queries
are indistinguishable from legitimate user queries; (3) The
victim model may be pre-trained, with its training data in-
accessible. Therefore, our defense aims to inject backdoors
into the attacker’s substitute model without retraining the
victim model or accessing its original training data.

The Honeypot Layer
We define the honeypot layer H as a fully connected layer,
which takes the feature vector of the victim model as input
and returns a probability vector:H(x) = W · Ffeat(x) + b,
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where Ffeat(x) ∈ Rm is the feature output (output at the last
convolutional layer) of F on x, W ∈ RN×m is the weight
matrix, and b ∈ RN is the bias vector. The honeypot layer
H replaces the victim model’s original classification layer
to output poisonous prediction vectors. When an attacker
uses the poisoned probability vectors to build the transfer
set {x,H(x)} and trains on it, the backdoor will be injected
into the substitute model F̂ . Formally, the effect H aims to
achieve can be defined as:

argmax
θH

Ex∈DtestI(F̂(T (x)) = ytarget)

s.t. argmax
θH

E(x,y)∈DtestI(H(x; θH) = y),

where F̂ = argmin
θF̂

E(x,H(x))∈DT

[
L
(
F̂(x; θF̂ ),H(x)

)]
,

(1)
where T (x) is the operation that adds the trigger to x, I is
the indicator function, ytarget is the predefined target back-
door label, Dtest is the victim model’s test set, and L is a
loss function (e.g., cross-entropy, or Kullback–Leibler diver-
gence (Kullback and Leibler 1951)).

Defending with a honeypot layer offers several advan-
tages: (1) The honeypot layer has a small number of param-
eters, resulting in minimal computational overhead for fine-
tuning; (2) It operates solely on the output features of the
victim model, avoiding the need for retraining and making
it suitable for large-scale pre-trained models; (3) The back-
door is introduced exclusively into the honeypot layer, en-
suring that no additional security risks are posed to the vic-
tim model.

Finetuning the Honeypot Layer
Intuitively, the goal defined in Eq. (1) can be achieved
through a backdoor attack. By embedding a backdoor into
the honeypot layer, the attacker will inevitably extract this
backdoor into their substitute model when replicating the
functionality of the honeypot layer. However, as noted by
Lv et al. (2024), model extraction attacks focus primarily on
the key functions of the victim model, making it difficult to
extract task-irrelevant backdoors into the substitute model.
Additionally, since we cannot retrain the victim model, we
are unable to use functionally relevant backdoors.

Inspired by the transferability of adversarial exam-
ples (Liu et al. 2017), we propose using a Universal Ad-
versarial Perturbation (UAP) (Moosavi-Dezfooli et al. 2017)
as an effective backdoor trigger. Our objective is to find a
UAP (denoted as δ) that when applied to any input image
x, causes the substitute model F̂ to predict the target class
ytarget:

F̂(T (x)) = ytarget; where T (x) = clip(x+δ, 0, 1). (2)

This perturbation δ can be found through stochastic gra-
dient descent (SGD) (Shafahi et al. 2020) with a gradi-
ent sign update, similar to the Fast Gradient Sign Method
(FGSM) (Goodfellow, Shlens, and Szegedy 2015):

δ ← δ − ϵ · sign(Ex[▽δL(F̂(x+ δ),ytarget)]), (3)

where ϵ is the step size and sign(·) is the sign function.

As the defender, obtaining the substitute model is not fea-
sible. Therefore, we introduce a shadow model Fs to ap-
proximate F̂ and a shadow set Ds to replace the attacker’s
transfer set DT . To minimize computational overhead, we
use a lightweight model, such as ResNet18 (He et al. 2016),
as Fs. We employ Fs and the shadow set Ds to simulate
the model extraction process. By solving Eq. (3) on Fs, we
obtain the UAP δ. This trigger is then used to fine-tune the
Honeypot layerH. This process is formulated as a Bi-Level
Optimization (BLO) problem:

argmin
θH

Ex∈Ds
[L(H(x),F(x))︸ ︷︷ ︸
for normal functionality

+L(H(x+ δ),ytarget)︸ ︷︷ ︸
for backdoor injection

],

(4)

s.t. argmin
θFs

Ex∈Ds
[L(Fs(x),H(x))],

argmin
δ

Ex∈Dv
[L(Fs(x+ δ),ytarget)],

(5)

where Eq. (4) is the upper level, Eq. (5) is the lower level,Dv

is a small verification dataset related to the victim model’s
task, used to verify the backdoor attack success rate, and can
be collected through an online search, and the sample classes
should be evenly distributed as much as possible; and L is
the cross-entropy loss.

Specifically, the BLO framework iteratively executes the
following three steps: 1) extraction simulation, 2) trigger
generation, and 3) finetuning. In the extraction simulation
step, we randomly select n samples from the shadow dataset
Ds for each iteration. We query the honeypot layerH to ob-
tain predictions and then use sample-prediction pairs to train
the shadow model Fs for o epochs. This step simulates the
process of an attacker obtaining a substitute model through
model extraction. In the trigger generation step, the trigger
δ is updated on Fs according to the update rule defined in
Eq. (3) for o epochs. To enhance concealment, a pre-defined
mask M restricts the trigger to a specific location, and mo-
mentum is incorporated for improved optimization:

δi = α · δi−1 − (1− α) · ϵ · sign(Ex∈Dv
[g(δi−1)]),

g(δ) = ▽δL(Fs(M ⊙ x+ (1−M)⊙ δ),ytarget),
(6)

where g(δ) denotes the gradient of loss L with respect to
trigger δ, α is the momentum parameter and M is the bina-
rized mask. In the finetuning step, the honeypot layer is fine-
tuned according to Eq. (4), to maintain normal functionality
while enhancing sensitivity to the trigger. This ensures that
the extracted model inherits the backdoor vulnerability. In
other words, the correlation between the UAP δ and ytarget
is fine-tuned to be a normal functionality in the honeypot
layer so that it will pass on to the extracted model. Since
we cannot access the victim model’s full training dataset,
we also use the n samples randomly selected from Ds in the
simulation step for finetuning. After m BLO iterations, the
victim model with the honeypot layer will be deployed for
its API service. We name the entire framework as Honey-
potNet and outline its detailed procedure in Algorithm 1.
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Algorithm 1: HoneypotNet
Input: Victim model F , Shadow dataset Ds.
Output: Honeypot LayerH, trigger δ.

1: InitializeH, Fs, and δ.
2: for epoch in o do
3: Select i samples from Ds and queryH
4: for epoch in o do ▷ Extraction simulation
5: L =

∑
x∈Ds

L′(Fs(x),H(x))
6: Fs ← update(Fs,L)
7: end for
8: for epoch in o do ▷ Trigger generation
9: Update δ according to Eq. (6)

10: end for
11: for epoch in o do ▷ Finetuning
12: Calculate the loss L according to Eq. (5)
13: H ← update(H,L)
14: end for
15: end for

Ownership Verification and Reverse Attack
Each deployed Honeypot layer in the protected model is
equipped with a unique, optimized trigger. This trigger has
two main purposes: robust ownership verification and facil-
itating a reverse attack against any unauthorized substitute
model. Ownership verification: To determine if a suspect
model has been extracted from the protected model, the de-
fender can query it with samples embedded with the trig-
ger but without specifying the target class. If the suspect
model shows a classification accuracy Accv on the target
class ytarget that exceeds a predefined threshold (e.g., 10%),
this suggests the presence of the backdoor. Such elevated
accuracy provides strong evidence of model extraction and
confirms ownership. Reverse attack: Unlike existing water-
marking techniques that rely on specific watermarked sam-
ples for verification, our approach offers a more aggressive
response to confirmed model extraction. The trigger δ acts
as a universal key that disrupts the functionality of the sub-
stitute model. By embedding δ into any input sample, the
defender can force the substitute model to consistently pre-
dict the target backdoor class. This manipulation has serious
consequences for the attacker. Unaware of the backdoor, the
attacker risks deploying a compromised model that results
in erroneous predictions and potential reputational damage.
This effectively forces the attacker to abandon their sub-
stitute model, which serves as a powerful deterrent against
model extraction.

Experiments
Experimental Setup
Victim and Shadow Models Following previous works
(Orekondy, Schiele, and Fritz 2019a,b), the victim models
we consider are ResNet34 (He et al. 2016) models trained
on four datasets: CIFAR10, CIFAR100 (Krizhevsky, Hinton
et al. 2009), Caltech256 (Griffin, Holub, and Perona 2007),
and CUBS200 (Wah et al. 2011). The clean test accuracy of
victim models are 91.56%, 71.57%, 77.11%, and 78.44%.

Consistent with prior work (Orekondy, Schiele, and Fritz
2019a; Juuti et al. 2019; Pal et al. 2020), we initially assume
the attacker employs the same architecture to train the sub-
stitute model. The impact of varying substitute architectures
is also explored in our analysis. For the shadow model, we
opt for a smaller model, i.e., ResNet18 (He et al. 2016), to
minimize computational overhead.

Attack and Shadow Datasets We chose the Ima-
geNet (Russakovsky et al. 2015) dataset as the attack
dataset, which contains 1.2M images. We resize images to fit
the input size of victim models. For the shadow dataset, we
randomly select 5,000 images from the CC3M (Sharma et al.
2018) dataset due to its distinct distribution from ImageNet.
This simulates a realistic scenario where the defender does
not know what the attacker will use as the attack dataset.

Training and Extraction Configuration We perform
BLO for 30 iterations, with each iteration comprising three
steps: (1) Extraction Simulation: We train a ResNet18 for 5
epochs using SGD (momentum 0.9, learning rate 0.1, cosine
annealing) on a transfer set generated by querying the hon-
eypot layer. (2) Trigger Generation: We update the trigger
for 5 epochs with momentum 0.9. (3) Finetuning: We fine-
tune the honeypot layer for 5 epochs using SGD (momentum
0.9, learning rate 0.02, cosine annealing). For models with
a small input image size (CIFAR10 and CIFAR100), we se-
lect a 6 × 6 square located 4 pixels away from the upper-
left corner as the trigger location. For models with a larger
input image size (Caltech256 and CUBS200), we choose a
28 × 28 square trigger at the same location. For simplicity,
the last class is designated as the target class. Following pre-
vious work (Orekondy, Schiele, and Fritz 2019a,b; Pal et al.
2020), we train substitute models for 200 epochs using SGD
(momentum 0.9, learning rate 0.02, cosine annealing).

Evaluation Metrics We employ three metrics: Clean
Test Accuracy (Accc), Verification Test Accuracy (Accv),
and Attack Success Rate (ASR). Accc measures substitute
models’ performance on clean test samples, reflecting de-
fense’s ability to preserve victim model utility while remain-
ing undetectable to attackers. Accv assesses substitute mod-
els’ accuracy on a set of triggered samples from the non-
target classes on the target label. A high Accv indicates a
successful ownership verification. ASR quantifies the suc-
cess rate of defender in reverse attack substitute models by
forcing it to predict the target label on any triggered input.

Extraction Methods and Baseline Defenses To eval-
uate the effectiveness of HoneypotNet, we apply five state-
of-the-art extraction attacks, i.e., KnockoffNets (Orekondy,
Schiele, and Fritz 2019a), ActiveThief (Entropy & k-
Center) (Pal et al. 2020), SPSG (Zhao et al. 2024), and
BlackBox Dissector (Wang et al. 2022). Notably, BlackBox
Dissector method performs extraction under a hard-label set-
ting, posing a unique challenge to our defense. We compare
HoneypotNet with two baseline methods: no defense and
DVBW(Li et al. 2023b), a defense method employing back-
door attacks for dataset ownership verification.

Main Results
Effectiveness of HonetpotNet Table 2 presents the re-
sults with a query budget of 30,000. The attack is successful,
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Extraction Method Model CIFAR10 CIFAR100 CUBS200 Caltech256
Accc Accv ASR Accc Accv ASR Accc Accv ASR Accc Accv ASR

KnockoffNets
No defense 82.96 1.99 12.47 52.66 0.41 0.90 61.25 0.05 0.14 73.25 0.14 0.47

DVBW 82.32 3.38 12.50 49.87 0.02 0.91 64.52 0.29 0.35 73.11 0.17 0.26
HoneypotNet 82.28 54.88 59.35 50.59 85.61 85.71 60.04 78.38 78.31 69.03 79.04 79.13

ActivteThief (Entropy)
No defense 82.08 0.78 10.21 51.28 1.17 1.50 65.21 0.16 0.43 74.28 0.11 0.42

DVBW 81.69 1.53 9.39 50.52 1.98 2.36 61.06 0.29 0.67 74.92 0.41 0.93
HoneypotNet 82.04 52.29 56.99 52.56 74.09 74.35 62.53 83.39 83.22 70.86 77.29 77.43

ActivteThief (k-Center)
No defense 83.31 1.03 11.38 52.23 0.17 0.89 66.17 0.03 0.26 76.83 0.15 0.34

DVBW 82.20 3.90 10.32 52.23 0.31 0.54 63.19 0.39 0.44 74.06 0.23 0.77
HoneypotNet 82.13 64.00 67.49 52.11 74.48 74.63 65.19 80.20 80.27 72.57 80.62 80.80

SPSG
No defense 85.47 0.36 10.31 53.12 1.23 1.37 63.18 0.12 0.42 71.74 0.09 0.41

DVBW 83.13 1.79 12.20 51.18 0.77 0.97 60.42 0.77 0.89 69.91 0.82 0.95
HoneypotNet 83.33 62.93 66.12 52.05 76.92 77.11 61.37 83.56 83.51 67.06 77.91 77.88

BlackBox Dissector
No defense 76.64 0.42 9.47 40.02 0.38 0.60 33.04 0.24 0.76 50.50 0.07 0.28

DVBW 74.58 2.14 12.62 37.15 0.12 0.49 31.83 0.16 0.69 45.75 0.43 0.77
HoneypotNet 74.97 76.26 78.59 38.81 79.87 80.05 30.50 92.61 92.35 47.95 78.90 78.98

Table 2: Effectiveness of HonetpotNet: the Accc ↑ (%), Accv ↑ (%), and ASR ↑ (%) of extracted substitute model from different
defense methods by five model extraction attacks under 30k queries.

as all five extracted substitute models exhibit a high Accc
value. This proves that HoneypotNet does not harm the util-
ity of models and does not alert the attacker. Compared to the
negligible Accv values of undefended models and those pro-
tected by DVBW (Li et al. 2023b), HoneypotNet achieves
significantly higher verification accuracy (52.29%-92.61%),
indicating its effectiveness in verifying model ownership.
Most importantly, HoneypotNet achieves consistently high
ASR, ranging from 56.99% to 92.35%, demonstrating its
ability to effectively inject backdoors into substitute models
and enable powerful reverse attacks. Notably, our method
proves remarkably effective even in a challenging scenario
of hard labels, achieving a 78.59%-92.35% ASR on substi-
tute models extracted by BlackBox Dissector. This under-
scores its practical utility.

Influence of Trigger Size Here, we test the impact of
trigger size on the results with the KnockoffNets and CI-
FAR10. We test trigger sizes varying from 1× 1 to 15× 15
and report Accc and ASR of the victim, HoneypotNet, and
substitute models in Figure 3. The trend suggests that as the
trigger size increases, the ASR becomes higher, indicating a
better attack effect. It is worth noting that a larger trigger will
also impact the victim model, showing an abrupt increase in
ASR when the trigger size is larger than 6. Interestingly, we
find that the clean performance (Accc) of HoneypotNet in-
creases with the increase of the trigger size. We believe this
is because larger triggers have a stronger attack capability
and thus are easier to learn without losing much of the orig-
inal performance. Overall, this experiment suggests that one
should balance the trigger size and protection effect in real-
world scenarios to strike a better trade-off.

Influence of Substitute Model Architecture Contrary
to the previous assumption that the victim and substitute
models have same architectures, here we test more substi-
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Figure 3: The impact of trigger size on the victim model,
HoneypotNet, and the substitute model ( extracted by the
KnockoffNets attack under 30k queries) on CIFAR10.

tute architectures that are different from the victim. We take
the KnockoffNets attack as an example and report the re-
sults in Table 3. Given that our backdoor trigger is based on
the transferability of UAP, its effectiveness can vary depend-
ing on the model architecture, as adversarial transferability
is sensitive to model architecture. For instance, the VGG16
model exhibits lower robustness, leading to higher attack
success rates on various datasets, such as reaching 97.16%
ASR on CIFAR10. The DenseNet121 model on the other
hand has a slightly lower ASR. However, the lowest ASR
achieved by our HoneypotNet is still above 51%, demon-
strating its effectiveness even when extracted using differ-
ent substitute models. Additionally, we believe that using a
more complex shadow model or even an ensemble of multi-
ple shadow models can further improve HoneypotNet.
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Figure 4: The L1 norm distributions of the detected backdoor patterns for clean and backdoor samples by the backdoor detection
method Cognitive Distillation (CD) (Huang et al. 2023).

Arc. CIFAR10 CIFAR100 CUBS200 Caltech256

ResNet34 59.35 85.71 78.31 79.13
ResNet18 59.17 69.55 77.55 66.42
ResNet50 59.53 67.35 67.63 60.80
VGG16 97.16 87.10 89.82 62.17
DenseNet121 51.68 53.72 65.46 58.00

Table 3: The influence of different substitute model archi-
tectures on ASR (%). All substitute models were extracted
by the KnockoffNets attack under 30k queries.

Evading Potential Backdoor Detection The attacker
may leverage a backdoor detection method to detect whether
there is a backdoor in the substitute model. To test this, here
we consider a state-of-the-art backdoor detection method
Cognitive Distillation (CD) (Huang et al. 2023) to test where
it can detect the backdoor trigger pattern from the substitute
model (extracted by KnockoffNets on CIFAR10). CD iden-
tifies backdoors by extracting minimal backdoor patterns
(cognitive patterns) for a test image and comparing their L1

norms between clean and potentially backdoored samples.
A lower L1 norm in backdoor samples suggests the pres-
ence of a shortcut pattern, indicating a backdoor. As shown
in Figure 4, the L1 norm distributions of clean vs. backdoor
samples are very similar. This can be attributed to the in-
herent nature of our UAP-based trigger, which seamlessly
integrates with the model’s decision boundaries, mimicking
natural features and evading detection by methods like CD
that rely on identifying anomalous patterns.

Robustness against Backdoor Neuron Pruning To
assess the robustness of our injected backdoor against pos-
sible neuron pruning by attackers, we evaluate the perfor-
mance of HoneypotNet when countered by the Reconstruc-
tive Neuron Pruning (RNP) method (Li et al. 2023a). RNP
aims to identify and prune backdoor neurons using only
a small set of clean samples by leveraging an asymmet-
ric unlearning-recovering process. We conduct experiments
on the CIFAR10 dataset, utilizing the extracted substitute
model from the KnockoffNets under 30k queries. We vary
the number of clean samples used by RNP for defense and
report the Accc and ASR at different steps of the RNP pro-
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Figure 5: Robustness of HoneypotNet against Reconstruc-
tive Neuron Pruning (RNP) on the CIFAR10 dataset. The
Accc and ASR are reported at different steps of the RNP
process with 500 (left) and 1,000 (right) clean samples.

cess in the Figure 5. Our results demonstrate that the ASR
remains consistently high, with minimal impact from the
varying defense data size. This highlights the robust nature
of our backdoor injection, which seamlessly integrates the
trigger into the model’s normal functionality, making it dif-
ficult to be detected and pruned by defense mechanisms like
RNP. This finding further underscores the effectiveness of
HoneypotNet against sophisticated pruning-based defenses.

Conclusion
We introduce a novel defense paradigm called attack as de-
fense which actively releases poisonous outputs to coun-
teract and disrupt model extraction attacks. Unlike exist-
ing defense methods, attack as defense not only verifies
model ownership but also hampers the functionality of sub-
stitute models. We present a specific implementation of this
paradigm, HoneypotNet, which replaces the classification
head of the victim model with a honeypot layer designed
to generate both correct and poisonous probability vectors.
The honeypot layer is fine-tuned using a shadow model and
shadow dataset through bi-level optimization (BLO). Our
empirical evaluation of HoneypotNet across four benchmark
datasets, five model extraction attacks, and various substitute
model architectures demonstrates its effectiveness. We hope
our work will inspire further research into attack as defense
strategies against model extraction attacks.
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