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Abstract

Federated learning is often used in environments with many
unverified participants. Therefore, federated learning under
adversarial attacks receives significant attention. This paper
proposes an algorithmic framework for list-decodable feder-
ated learning, where a central server maintains a list of mod-
els, with at least one guaranteed to perform well. The frame-
work has no strict restriction on the fraction of honest clients,
extending the applicability of Byzantine federated learning to
the scenario with more than half adversaries. Assuming the
variance of gradient noise in stochastic gradient descent is
bounded, we prove a convergence theorem of our method for
strongly convex and smooth losses. Experimental results, in-
cluding image classification tasks with both convex and non-
convex losses, demonstrate that the proposed algorithm can
withstand the malicious majority under various attacks.

1 Introduction

Federated learning (FL) has gained popularity in distributed
learning due to its nature of keeping the data decentralized
and private (Kairouz et al. 2021). With significant scalabil-
ity, FL is applied to a number of large-scale distributed sys-
tems, such as finance and healthcare software (Yang et al.
2019; Nguyen et al. 2023). In a typical federated learning
setting, multiple devices (called clients) collaboratively train
a global model, each of which preserves a chunk of the train-
ing data. FL. employs a central server (also called param-
eter server), which holds no data, to optimize the global
model iteratively by aggregating local model updates from
clients (McMahan et al. 2017; Bonawitz et al. 2019).
Although the federated learning paradigm improves pri-
vacy and the overall training efficiency, its training proce-
dure is prone to malicious attacks (Karimireddy, He, and
Jaggi 2022; Farhadkhani et al. 2024). Byzantine clients
refers to arbitrarily behaving faulty clients except for chang-
ing the identities and behaviors of other clients. A variety of
instantiations of the Byzantine attack model are designed,
with the goal of preventing the model from converging or
creating a backdoor to the system (Bagdasaryan et al. 2020;
Shejwalkar et al. 2022). Previous study has shown that well-
designed Byzantine attacks could degrade the global model
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or lead it to collapse (Blanchard et al. 2017; Shejwalkar
and Houmansadr 2021; Baruch, Baruch, and Goldberg 2019;
Xie, Koyejo, and Gupta 2020; Fang et al. 2020).

To address Byzantine attacks, a number of Byzantine-
robust FL algorithms have been proposed. These algorithms
usually leverage robust aggregation rules to filter out abnor-
mal clients or control the influence of Byzantine clients to
acceptable level (Blanchard et al. 2017; Pillutla, Kakade,
and Harchaoui 2022a; Karimireddy, He, and Jaggi 2021;
El Mhamdi, Guerraoui, and Rouault 2018; Allouah et al.
2023; Yi et al. 2024; Luan et al. 2024). The proposed
Byzantine-robust FL algorithms are investigated from var-
ious perspectives, advancing both theoretical foundations
and practical frontiers of this theme. It has been shown
that previous solutions which use robust aggregators to train
a global model have a breaking point of 1/2 (Gupta and
Vaidya 2020; Yin et al. 2018; Allouah et al. 2023; Farhad-
khani et al. 2022; Allouah et al. 2024b). When the honest
clients are less than one half, the robust aggregation rules
lose efficacy.

However, the assumption of an honest majority does not
necessarily hold under Sybil attacks, in which the attacker
creates massive pseudonymous identities. Therefore it is im-
portant to consider adversarial scenarios where over half of
the clients are malicious. Prior work considering more than
half malicious clients includes the FLTrust algorithm (Cao
etal. 2021) and the RDGD algorithm (Zhao and Wan 2024),
which resort to a small verified dataset on the server to push
the breaking point over 1/2. However, such assumption is
unavailable for privacy sensitive federated learning scenar-
ios. Additionally, the performance of the global model sig-
nificantly relies on the availability of an adequately repre-
sentative validation set on the server, which can be challeng-
ing to gather.

In this paper, we propose a list-decodable federated
learning framework, LiD-FL. Conventional robust feder-
ated learning algorithms often rely on resilient aggregation
rules to defend the learning process and optimize a single
global model iteratively. Unlike previous Byzantine-robust
FL schemes, LiD-FL preserves a list of global models and
optimizes them concurrently. In each global round, LiD-
FL randomly samples a global model from the list, which
promises a constant probability of obtaining the valid model
in the list. Further, the server attains a model update from the



clients using a randomized protocol, with a positive proba-
bility of obtaining non-Byzantine updates. Then we employ
a voting procedure to update the model list, ensuring that at
least one of the elected models is not poisoned by Byzantine
clients. Therefore, the algorithm guarantees that there exits
one valid model in the list, which is optimized at a proper
speed with a constant probability. In the case where the ma-
jority is honest our framework degenerates into a Byzantine-
robust FL solution with a list size of one.

Main contributions.
are as follows.

1) We propose a Byzantine-robust FL. framework, LiD-
FL, designed to overcome the limitations of existing robust
FL methods, which break down when honest clients consti-
tute less than half of the total. LiD-FL imposes no restriction
on the ratio of honest clients, as long as a lower bound of the
ratio is known to the server. By providing a list of models
wherein at least one is guaranteed to be acceptable, LiD-FL
expands the applicability of Byzantine federated learning to
environments with an untrusted majority.

2) We show a convergence theorem for the proposed al-
gorithm when a strongly convex and smooth loss function is
applied and the local data of clients are independently and
identically distributed (i.i.d.).

3) We evaluate the performance of the proposed algorithm
by running experiments for image classification tasks using
a variety of models with both convex and non-convex loss
functions, including logistic regression (LR) and convolu-
tional neural networks (CNN). The results demonstrate the
effectiveness, robustness and stability of LiD-FL.

The main contributions of this paper

Related work. Although the emergence of FL has al-
leviated the data fragmentation issue to a certain degree
(Konecny et al. 2016; McMahan et al. 2017), it is known to
be vulnerable to device failure, communication breakdown
and malicious attacks (El Mhamdi, Guerraoui, and Rouault
2018). In recent years, algorithmic frameworks are proposed
to enhance the robustness of FL towards unreliable clients
(Yin et al. 2018; Liu, Gupta, and Vaidya 2021; Allen-Zhu
et al. 2021). Farhadkhani et al. propose a unified framework
for Byzantine-robust distributed learning, RESAM, which
utilizes resilient aggregation and distributed momentum to
enhance the robustness of learning process.

One of the key ingredients of prior robust FL algorithms is
the Byzantine resilient aggregation rules, also called robust
aggregators. The federated averaging algorithm (McMahan
et al. 2017) uses naive average of local models to update the
global model, which is effective in non-adversarial scenar-
ios but could be easily destroyed by a single malicious client
(Blanchard et al. 2017). Yin et al. propose two robust aggre-
gations rules based on coordinate median and trimmed mean
(TM), respectively. The theoretical analysis proves their sta-
tistical error rates for both convex and non-convex optimiza-
tion objective, while their statistical rates for strongly convex
losses are order-optimal (Yin et al. 2018). Geometric median
(GM) has been proved to be an appropriate approximation of
average as well as robust to adversarial clients (El-Mhamdi
et al. 2023). The RFA algorithm leverages an approximate
algorithm of GM to defend the federated learning against
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Byzantine attacks, which is computationally efficient and
numerically stable (Pillutla, Kakade, and Harchaoui 2022a).

Beside the statistical methods, many robust aggregators
based on certain criteria of local updates are developed. The
ARC (Allouah et al. 2024a), CClip (Karimireddy, He, and
Jaggi 2021) and Norm (Sun et al. 2019) methods conduct
norm prune on local model updates to resist Byzantine at-
tacks, with a pre-computed of adaptive norm bound.

The parameter server is assumed to hold no data in most
of previous work about Byzantine-robust FL. The above al-
gorithms, except for TM, do not demand prior knowledge
about the fraction of Byzantine clients as input. However all
of them require a Byzantine fraction of less than 1/2 to en-
sure robustness (Gupta and Vaidya 2020; Yin et al. 2018).
Limited work has been done to address the 51% attack,
where the Byzantine clients outnumber the honest clients.
The FLTrust algorithm (Cao et al. 2021) assumes that the
server is accessible to a tiny, clean dataset, which could
be used to validate the local updates. Specifically, FLTrust
weights local updates based on their cosine similarity to
the model update on server dataset. Although FLTrust could
tolerate more than half Byzantine clients, it is inapplicable
when public dataset is unavailable.

The list-decoding technique was first introduced to the
construction of error correcting codes and has then found
applications in learning. A List-decoding model was in-
troduced in (Balcan, Blum, and Vempala 2008) to solve
the problem of finding proper properties of similarity func-
tions for high-quality clustering. List-decodable learning
is later proven to be an effective paradigm for the es-
timation, learning, and optimization tasks based on un-
trusted data (Charikar, Steinhardt, and Valiant 2017; Di-
akonikolas, Kane, and Stewart 2018). Karmalkar, Klivans,
and Kothari propose a list-decodable learning algorithm for
outlier-robust linear regression, with an arbitrary fraction of
hostile outliers.

These studies show the usefulness of list-decodable learn-
ing for handling high-dimensional data and enhancing ro-
bust learning, even with a significant corruption ratio. The
key idea of list-decodable learning is to generate a list of
poly(%) possible answers including at least one correct an-
swer, where ~y is the proportion of valid data. In this pa-
per, we adapt the framework of list-decodable learning to
Byzantine-robust federated learning.

Outline. The remainder of the paper is organized as fol-
lows: In Section 2 we introduce the robust federated learning
scheme and basic notations. In Section 3 we state the pro-
posed LiD-FL algorithm in detail. In Section 4, we provide
theoretical analyses on LiD-FL and prove its convergence
for strongly convex and smooth optimization objective. In
Section 5 we show the empirical results, followed by the
section for conclusion and future work.

2 Preliminaries

In this section, we first provide the conventional federated
learning framework and then describe a Byzantine-robust
federated learning setting.



2.1 Problem Setup

We consider a server-client federated learning system with
one central server and m clients C' = {c1,...,¢p}. The
server has no data and each client holds a block of data. The
set of all training data is denoted by Z = {(x;,y:)}7" 4,
where (x;, y;) represents an input-output pair. The indices of
training data for each client ¢;, j € [m]is D; C [n]. We con-
sider the homogeneous setting in which the data possessed
by every client are independently and identically sampled
from the same distribution D.

For each input-output pair (z;,v;), let f; : R? x Z — R
be its loss function. Given a model with parameter w € R9,
the loss of this model at (x;, y;) is fi(w). We assume f;(w)
is almost everywhere differentiable with respect to the pa-
rameter. Following the definition in (Allouah et al. 2024a),
we define the local loss function for client ¢; as fU) (w)

|D—1j‘ dic p, fi(w). The global loss function is the aver-

%n Zje[m} f(j)(w)~

def

age of local loss functions f(w) =

Then, our goal is to find the model parameter w*
arg min,, cpa f(w) to minimize the global loss.

2.2 Byzantine-Robust Federated Learning

Federated learning employs distributed stochastic gradient
descent method to solve the above optimization problem.
Specifically, each client holds a local model on its private
dataset, and the server maintains a global model via ag-
gregating the local models. The global model is optimized
through stochastic gradient descent (SGD) iteratively. For
each global iteration ¢t € {0,...,T — 1}, the workflow of
federated learning includes the following three steps:

(1) Server Broadcast: the server samples a subset of
clients S; C C and sends the current global model w; to
them.

(2) Local Training: Each sampled client c; € .S; initially
sets the local model w(()] ) as wy, and optimizes it via SGD
for 7 local batches. Then c¢; sends the local model update
u? = w9 — i to the server.

(3) Global Update: the server aggregates received local
model updates U; = {u,gj )} jes, via an aggregation rule h :

RxIS:l 5 R? e.g., taking the average, then updates the
global model with aggregated update w1 = w; + h(Uy).
Now we look at a typical adversarial scenario where the
server is reliable and k out of m clients are honest (or non-
Byzantine) while the remainder are Byzantine (Lamport,
Shostak, and Pease 2019). We use H,B C [m] to depict
the indices of honest clients and Byzantine clients, respec-
tively. Thus the fraction of honest clients is v = k/m. The
Byzantine clients are free to disregard the prescribed learn-
ing protocol and behave arbitrarily. In particular, they send
malicious local model updates to the server in the training
process, trying to destroy the global model. Nonetheless,
they are prohibited from corrupting other clients, altering the
message of any other nodes, or hindering the transmission of
messages between the server and any honest clients.
Therefore, in the Byzantine-robust federated learning,
we define the global loss function as the average of
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local loss functions over all honest clients f(w)
HlT\ Djent () (w). Then, we aim to find the model param-

eter w* = argmin,, f(w) to minimize this global loss, with
only a ~ fraction of reliable clients in the system (Karim-
ireddy, He, and Jaggi 2022).

3 List-Decodable Federated Learning

In this section, we propose a list-decodable federated learn-
ing framework named LiD-FL. It is a two-phase framework.
The first phase is similar to the typical workflow of federated
learning except that the server holds a list of global models.
And the second phase conducts the list updating through a
voting procedure. Specifically, LiD-FL differs from the con-
ventional robust FL in Section 2 from three aspects: (i) LiD-
FL maintains a list of global models L instead of a single
global model. In particular, LiD-FL preserves ¢ global mod-
els on the server and optimizes them concurrently. (ii) LiD-
FL replaces the aggregator with a random sampler to up-
date the global model. Since existing aggregators can not
promise attaining honest updates with more than 1/2 frac-
tion of Byzantine clients, we randomly sample one client
for local training and global update. (iii) LiD-FL introduces
a voting procedure to update the global model list, which
ensures that at least one model in the list is valid.

The whole process of LiD-FL is described as follows. We
omit the procedures the same as that in Section 2 for sim-
plicity. For each training round ¢:

Step 1. Server Broadcast: the server randomly chooses
a global model w; from the current list L, and sends it to
a sampled client. We note that only one client ¢; € C' is
sampled uniformly at random in each round.

Step 2. Local Training: the sampled client c¢; optimizes
the global model using its local dataset, then sends the model

update u? to the server. If c; is a Byzantine client, it sends
arbitrary information to the server!.
Step 3. Global Update: the server calculates a new global

model using the received update w; = w; + ul(tj ), and adds
the new model into the global model list.

Step 4. Local Voting: The server broadcasts the list L; to
all clients. Every client votes for one model in L;. Each hon-
est client ¢;,j € H evaluates the loss of all global models
via a validation oracle. It then votes for the model with the
minimum loss value. Byzantine clients vote arbitrarily.

Step 5. List Update: The server discards the model which
receives the least number of votes to obtain a new list Ly .

Steps 1-5 are conducted repeatedly for 7" global rounds,
then LiD-FL outputs the global model list L7. Although not
all models in the final list are valid, the clients could deploy
the model they consider to be acceptable by evaluating mod-
els in the list using their local dataset. Algorithm 1 shows the
pseudocode of LiD-FL.

Remark 1. Guarantee of the voting procedure. In the
voting procedure, each client casts one vote among the

'If a Byzantine client does not respond, the server can simply
ignore it or fake an arbitrary update for it. The same strategy can
be applied to the voting step.



Algorithm 1: LiD-FL
Initialization: For the server, the global model list L, the
number of global iterations T'; for each client c;: the number
of local training rounds 7, batch size b, learning rate /.

1: fort € {0,..., 7T — 1} do

2:  Server randomly samples one client ¢; € C' and one
global model w; € L4, then sends w; to c;.
3: if j € H then
4: w(()]) — 'lZ)t.
5 forr € {0,...,7—1} do
6 Client c; computes a stochastic gradient gy(ﬂ ) on
a batch of local data.
7: Update the local model:
w?_&l —wd — - gl
8: end for )
9: ugj)eng)—wéj).
10: ¢; sends u’) to the server.
11:  endif )
12: (A Byzantine client c; sends arbitrary update aﬁj ) to
the server.)
13:  Server extends the global model list:
W By +u,
14:  Server broadcasts L; to all clients.
15:  for each honest client c;, j € H, in parallel do
16: Evaluate the lo ss of all models using its validation
set, and send the index of the model with lowest
loss to the server.
17:  end for
18: (A Byzantine client sends an arbitrary index to the
server.)
19:  Server removes the model w; which receives the least
number of votes from the list:
Lt-‘,—l < Lt\{ﬁ)t}
20: end for

21: return L.

(¢ + 1) candidate models. Then the top ¢ candidates with
the highest number of votes are preserved by the server.
To ensure that at least one model voted by honest clients
is maintained, the size of the global model list ¢ must satisfy
q > [1/7v]. We compare the efficacy of LiD-FL with dif-
ferent values of ¢ in the appendix, and the results show that
when the bound is satisfied, a larger list size attains better
stability while maintaining comparable accuracy.

Remark II. Applying aggregation rules in LiD-FL. We
use a simple random sampler to obtain local updates, which
is valid and computationally efficient. However, the update
of only one client is collected in each global round, which
does not utilize the parallel computation power of clients.
A more efficient way is to use robust aggregation rules to
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generate a list of aggregated updates. A preliminary experi-
mental result is given in the appendix, which shows that by
leveraging aggregation rules, the algorithm performs better.

4 Analysis

In this section, we show that under proper assumptions, our
algorithm converges to the optimal parameters with a large
success probability. We use Z” = ;4 {(z4,9:),1 € D;}
to denote the set of all training data possessed by honest
clients. We assume that the loss function f; for each input-
output pair (x;,y;) is a-strongly convex and S-smooth. The
variance of the gradient noise in SGD is assumed to be
bounded by o2. All assumptions are declared formally in the
appendix. Let w* be the optimal parameter for the model
that minimizes the global loss function f. To simplify the
analysis, we let 7 = 1, £ = 1/ and |Dj]| n/m for
all j € [m]. With this balanced dataset assumption, the
global loss is also the empirical loss on Z’, i.e., f(w)
|ZL,| > (zsyi)ez Ji(w). This balanced dataset assumption
can be removed by normalizing the gradient update in the
algorithm.

We assume that each client has access to a validation or-
acle. This oracle takes the parameter w of a model as input
and then outputs the estimation of total loss given by this
model w.

Definition 4.1. A validation oracle is (n, p)-accurate if for
any parameter w, with probability at least p, its estimation

f (w) of total loss at w satisfies

|f(w) = fw) <n.

We assume that each client independently gets an accurate
estimation through such an oracle. Our analysis can be easily
extended to the case where the validation processes between
clients are dependent. We give an example of a validation
oracle in the appendix.

Theorem 4.2. Suppose v fraction of all m clients are un-
corrupted. Assume each loss function f; is a-stronly con-
vex and [3-smooth, and the variance of the gradient noise on
each client is bounded by o*. With a list size of ¢ > |1/7],
Algorithm 1 guarantees that after T' rounds, for all m >
In(1/6)/(2(yp?™ —1/((q + 1)))), there is one model with
parameter wr in the output such that

E[f(wr) — f(w*)] <e” TE[f(wo) — f(w*)] +¢

holds with probability at least 1 — §T, where € q(1 —
8)(4nB + a?)/(2a7).

We first define some useful notations. For each round ¢,
we use w; to denote the parameter of the model that achieves
the smallest total loss among the model list maintained by
Algorithm 1 after this round. Let wg be the initial model
parameter. We divide each round into two cases based on
random decisions made by Algorithm 1 at round ¢: (1) good
round; (2) bad round. We call this round ¢ a good round if
Algorithm 1 chooses the best model with parameter w;_
maintained from the last round and samples the update pro-
vided by an honest client. Otherwise, we call this round a

ay(1-9)
Baq



bad round. Let GG;, B; be the event that round ¢ is good,
and the event that round ¢ is bad, respectively. Consider the
voting process at round ¢. Let w’, w}, ws, . . ., wy be all can-
didate models in the voting process, where w’ is the best
model among all candidates. We say the voting process has
a failure if the following two conditions are satisfied: (1) the
loss of w’ is at least 27 separated from the loss of other can-
didate models, f(w}) > f(w') +2nforalli =1,2,...,q;
and (2) the model w’ is not chosen by the voting process. Let
F} be the event that a failure happens at round ¢ and Fy° be
its complement.

Lemma 4.3. For each round t, the failure happens with
probability at most 6.

Proof. Let all candidate models in the voting process are w’,
Wy, Wy, . .., wy. Suppose for all i = 1,2,...,q, the loss of
model w} is at least f(w’) + 27, where 7 is the accuracy
of the validation oracle used in Algorithm 1. If the round
t does not satisfy these conditions, then by definition, the
failure will not happen.

Now, we bound the probability that the model w’ is not
chosen by the voting process, which implies a failure hap-
pens. Each honest client will query a (7, p)-accurate valida-
tion oracle to estimate the loss of all ¢ 4 1 candidate param-
eters. Note that the suboptimal models wy, w5, . . ., w;, have
a total loss at least f(w’) + 2, which is 27 separated from
the loss of the best model w’ among candidates. Thus, with
probability at least p?t!, the loss estimation of w’ is smaller
than the loss estimations of all other candidates given by the
validation oracle. Then, with probability at least pq“, an
honest client will vote for the model w’. The total number of
clients is m and the number of honest clients is k = ym. If
more than m/(q + 1) honest clients vote for parameter w’,
then the parameter w’ will be chosen by the voting process.
Let Y; be the event that the honest client ¢ votes for w’. By
Hoeffding’s inequality, the probability that the parameter w’
is not chosen is at most

k
Pr{
2(p*k —m/(q+1))?

Y vi< m
Sexp<— A

i=1 Tl
< e 20" 1/ (@t )ME < 5

)

where the last inequality is due to p?*! > 1/((¢ + 1)7) and
k> n(1/6)/2(p" = 1/((g +1)7))).

O

In the following analysis, we assume that the failure does
not happen at each round. Let G be the event that a good
round without a failure and B; be the event that a bad round
without a failure, respectively. We show the following recur-
sive relation.

Lemma 4.4. Let /) = 21 + 02 /(28), for each round t > 1,
we have

BI(f(w) — f(w") | F{] <
< (1 -2 6)) E[f(wi—1) — f(w")] +

B
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Proof. We analyze the good round and bad round separately.

Good Round: We first consider a good round. Let w’
be the updated parameter sampled by the algorithm. Con-
ditioned on the good round, the updated parameter follows
a stochastic gradient descent on all data possessed by hon-
est clients Z’. Since f is the sum of a-convex and S-smooth
functions, we have

B, [f(w') — f(w") | Gi] <
< (1 _ B) B [(Fwe ) — F(w)] +0%/(26).

Now, we consider the voting process at a good round ¢.
The updated model w’ is among the ¢ + 1 candidate models
in the voting process. Note that w; is the best model among
all models maintained after round ¢. Suppose the voting pro-
cess has no failure. Then we have either the model w' is
chosen by the voting process or another candidate model w"”’
among wy, wy, . . ., w;, has aloss at most f(w’) + 2. In the
latter case, at least one of w’ and w” is chosen by the voting
process. Thus, we have f(w;) < f(w') + 2n. For a good
round ¢ without a failure, we have

B, [f(wr) — f(u") | )] <
< (1 - ﬁ) B [(fwir) — F(w))] + 9.

Bad Round: We now consider a bad round ¢. Let w;_4
and wy,wy, ..., w, be all candidate models in this case.
Since the failure does not happen, we have either w;_1
is chosen by the voting process, or one model among
Wy, Wh, . .., wy has aloss at most f(w;—1) + 27. Thus, we
have

Eu, [f(we) = f(w") | Bi] < Bu, [f(w-1) = f(w")] + 2n.

Now, we combine two cases. Note that
Eu, [(f(we) — f(w")) | F{HPr{F{} <
<Ey,[f(we) = f(w") | G| Pr{G}}
+ By, [f(we) — f(w") | B Pr{B;}.

The good round G, happens with probability at least v/q
since the algorithm samples the best model with probability
at least 1/¢ and an update from an honest client with prob-
ability . Similar to the analysis in Lemma 4.3, conditioned

on a good round G, the failure still happens with probability
at most . Thus, we have

PI‘{Gt, Ftc}
Pr{F¢}

Y
zq(l 5).

Pr{G; | F{} = > Pr{G:} Pr{G | F}'}

Thus, we have

Bu, [(f(we) — f(w")) | FFY] <
- %) B [(fwer) — F(w")] +
(1- 6)) By [(f(wi1) — F(w")] +

< <1 — Pr{G, | S} (]

<(1-

ay

Baq

.



Now, we prove the main theorem.

Proof of Theorem 4.2. We consider the loss of the final
model wr when there is no failure among all T rounds.
Let I be the event that there is a failure happens among T'
rounds, and ['° be its complement. By Lemma 4.3 and the
union bound, the event F'° happens with probability at least
1—-9T.

Now, we analyze the expected loss of the output model
conditioned on no failure happening in all 7" rounds. By
Lemma 4.4, we have for any round ¢t < 7',

E[(f(we) — f(w")) | F{] <
a’y *
< (1- 220 9) Bif(un) - fwr)] +
Thus, we have
E[(f(wr)—f(w")) | F] <

n.

ay T
< (1 -2 a)) E[f(wo) — f(w")]
. Bq

By taking 1) = %, we get the conclusion.

S Experiments

In this section, we evaluate our method on image classifi-
cation tasks with both convex and non-convex optimization
objectives. Limited by space, we leave additional implemen-
tation details and full results to the appendix.

5.1 Experimental Setup

Dataset. We conduct experiments on two datasets, FEM-
NIST (Caldas et al. 2019) and CIFAR-10 (Krizhevsky
2009). The dataset introduction and data distribution are as
follows:

1. FEMNIST Federated Extended MNIST (FEMNIST) is a
standard benchmark for federated learning, which is built
by partitioning data in the EMNIST (Cohen et al. 2017)
dataset. The FEMNIST dataset includes 805,263 images
across 62 classes. We sample 5% of the images from the
original dataset and distribute them to clients in an i.i.d
manner. Note that we simulate an imbalanced data dis-
tribution, while the number of training samples differs
among clients. The implementation is based on LEAF 2.
Furthermore, we split the local data on each client into a
training set, a validation set and a test set with a ratio of
36:9:5.

. CIFAR-10 The CIFAR-10 dataset consists of 60000
32 x 32 colour images in 10 classes, with 6000 images
per class. We sample 5/6 of the samples from original
dataset uniformly at random to construct our dataset. The
sampled images are evenly distributed to clients. For each
client, we split the local data into a training set, a valida-
tion set and a test set with aratioof 4 : 1 : 1.

“https://github.com/TalwalkarLab/leaf
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Byzantine attacks. Byzantine clients send elaborate ma-
licious updates to the server. In LiD-FL, the server sam-
ples only one client per iteration to perform local training
and obtain a model update from that client. When a Byzan-
tine client is chosen, the honest clients do not launch local
training. However, some attacks fabricate malicious updates
based on the mean and variance of honest updates. In this
scenario, we model an omniscient attacker (Baruch, Baruch,
and Goldberg 2019), who knows the data of all clients. Thus
it can mimic the statistical properties of honest updates and
then craft a malicious update.

We simulate one data poison attack, the data label flipping
attack (LF) and 5 model poison attacks: the inner product
manipulation attack (EPR) (Xie, Koyejo, and Gupta 2020),
the random Gauss vector attack (Gauss), the little perturba-
tions attack (LIE) (Baruch, Baruch, and Goldberg 2019), the
Omniscient attack (OMN) (Blanchard et al. 2017), and the
sign flipping attack (SF). Refer to the appendix for detailed
attack configurations.

As we introduce a voting procedure into the training pro-
cess, we design two types of voting attack for Byzantine
clients: (1) Worst: voting for the model with the highest val-
idation loss; (2) Random: casting a vote randomly among
the ¢ models with highest validation losses, i.e., excluding
the model with the lowest validation loss.

Baselines. We compare the proposed LiD-FL algo-
rithm with 4 prior robust FL algorithms: naive average
(FedAvg) (McMahan et al. 2017), geometric median ap-
proximated by the Weiszfeld’s algorithm (GM) (Pillutla,
Kakade, and Harchaoui 2022b) with the 1 iteration, norm
bounded mean (Norm) (Sun et al. 2019) with hyper-
parameter T 0.215771, and coordinate-wise median
(CWM) (Yin et al. 2018). In experiments we incorporate
the notion of momentum in local updates. We denote the
initial momentum and momentum coefficient of client c; by
(4)
Yo

and p, respectively. The local training step with mo-
mentum is given by vij_gl — p-v 4 gV
w9,  wl

, followed by
— 0 11(21.

Models and parameters. For both datasets, we simulate a
distributed system with 1 server and 35 clients. We perform
experiments for 3 levels of Byzantine fraction: 0.4, 0.6, and
0.8. For the FEMNIST dataset, we train a logistic regression
(LR) classifier for convex optimization and a convolutional
neural network (CNN) for non-convex optimization, respec-
tively. For the CIFAR-10 dataset, we train a CNN model.
Detailed model architecture and hyperparameter settings are
deferred to the appendix.

Once the training process is complete, each client tests all
models in the global list using its local test dataset. We then
calculate the average test accuracy across all clients for each
model and present the highest accuracy as the test result.
We repeat each experiment for 5 times, each with a different
random seed, and report the average test result across the 5
runs 3. The implementation is based on PRIOR*.

3Standard deviations across runs are shown in the appendix.
*https://github.com/BDeMo/pFedBreD _public



5.2 Analysis of Results

Method EPR Gauss LF LIE OMN SF Wst
CWM 0.02 058 0.04 0.04 0.02 0.03 0.02
FedAvg 0.02 0.62 0.09 0.06 0.02 0.02 0.02
GM 002 0.61 005 005 0.02 0.02 0.02
Norm 0.01 0.61 0.02 044 0.01 0.01 0.01
LiD-FL 0.57 0.55 0.56 0.57 0.57 0.56 0.55

Table 1: Performance comparison on FEMNIST at a Byzan-
tine fraction of 0.6, with the LR global model.

Method EPR Gauss LF LIE OMN SF Wst
CWM 0.05 034 0.14 001 0.05 0.05 0.01
FedAvg 0.05 033 0.24 0.01 0.05 0.05 0.01
GM 005 0.19 033 001 0.05 0.05 0.01
Norm 0.00 0.78 0.06 0.05 0.00 0.05 0.00
LiD-FL 0.72 0.71 0.72 0.72 0.73 0.73 0.71

Table 2: Performance comparison on FEMNIST at a Byzan-
tine fraction of 0.6, with the CNN global model.

Table 1 and Table 2 show the test accuracy of various al-
gorithms on FEMNIST at a Byzantine fraction of 0.6 with
the LR model and the CNN model, respectively. The last
column displays the worst-case among the 6 attacks. We use
the Worst voting attack unless otherwise noted.

The results demonstrate the remarkable effectiveness of
LiD-FL, as its worst test accuracy across different attacks
is the highest on both LR model and CNN model while
all the baseline methods collapsed. Specifically, for the LR
model, the worst test accuracy of LiD-FL is 0.56, and the
other methods fail to produce a valid model. For the CNN
model, none of the baselines successfully defend the learn-
ing process against the EPR, LF, LIE, OMN and SF attacks,
while LiD-FL achieves a test accuracy over 72% against
these 5 attacks. For the Gauss attack, the Norm shows best
performance and LiD-FL achieves the second highest test
accuracy. Additionally, the performance of LiD-FL varies
slightly across diverse attacks on both models, indicating the
excellent robustness of LiD-FL.

Figure 1 illustrates the experimental results on CIFAR-10
at a Byzantine fraction of 0.6. The results emphasize that
when exposed to EPR, LF, LIE, OMN and SF attacks, LiD-
FL much outperforms other methods. The test accuracy of
LiD-FL is more than 0.50 for these attacks, while the test
accuracy of other algorithms all remain below 0.3. Note that
under the Gauss attack, the LiD-FL shows a lower conver-
gence speed than baselines.

Voting attacks. Table 3 presents the test accuracy of LiD-
FL under two voting attacks, where “W” and “R” repre-
sent the Worst voting attack and Random voting attack, re-
spectively. LiD-FL achieves consistently high performance
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Figure 1: Test accuracy of different methods on CIFAR-10
at a Byzantine fraction of 0.6, with the CNN global model.

against both voting attacks, demonstrating remarkable ro-
bustness. In most cases, the Random voting attack is less
effective than the Worst voting attack. This is because when
the new model is suboptimal but not poisoned, the Random
voting scheme increases its chance of being optimized.

Model ATK EPR Gauss LF LIE OMN SF Wst

LR W 057 055 056 057 057 0.56 0.55
R 056 056 0.56 0.58 0.57 0.57 0.56
CNN W 072 0.71 0.72 0.72 0.73 0.73 0.71
R 073 0.69 0.73 0.60 0.73 0.75 0.60

Table 3: Test accuracy of LiD-FL under different voting at-
tacks on FEMNIST at a Byzantine fraction of 0.6.

6 Conclusion

In this paper, we propose a list decodable federated learning
framework called LiD-FL. Unlike traditional robust FL al-
gorithms, LiD-FL maintains a list of global models on the
server, ensuring that at least one of them is reliable in adver-
sarial environments. One significant advantage of LiD-FL is
that it has no strict restriction on the fraction of malicious
clients. Our theoretical analysis proves a convergence theo-
rem for strongly convex and smooth optimization objectives.
Numerical simulations on two datasets demonstrate the ef-
fectiveness, robustness, and stability of LiD-FL.

As a novel federated learning scheme, LiD-FL has great
potential for future study. Promising directions for further
research include the theoretical guarantee of LiD-FL for
non-convex optimization tasks, extending LiD-FL to hetero-
geneous local data settings, and developing appropriate ag-
gregation rules for LiD-FL.
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